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Abstract 

The international quantum communication networks develop; governance 

and legal jurisdiction remain unclear due to jurisdictional gaps in existing legal 

frameworks. Analysis of applicable accords, state practice, court judgments and 

domestic law related to digital infrastructure reveals minimal current 

governance explicitly addressing jurisdiction over global quantum systems. 

Results indicate specialized multilateral treaties are necessary to establish 

acceptable jurisdiction given quantum computing's novel abilities allowing 

exponentially scalable computing, cryptographically secured data transfers and 

precision metrology. Centralized supranational authority and distributed 

governance models reflect policy trade-offs for advancing global networks. Like 

historical technologies such as aviation and the Internet requiring years of legal 

development to mature, progressing quantum networks need focused creation of 

an internationally harmonized legal framework to balance security, sovereignty 

and innovation across a landscape holding tremendous transformative potential. 
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I. Introduction 

The rapid growth of quantum computing technology and progress 

towards practical quantum networks that can span national borders presages a 

new era in transnational information technology systems [1]. However, the 

development of comprehensive legal frameworks and jurisdictional models for 

regulating activities related to international quantum networks currently lags 

behind the accelerating pace of technological innovation [2]. As prototypes 
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advance toward real-world implementation across multiple countries, 

determining international legal authority over quantum networks remains 

complex and undefined [3]. This article provides an extensive analysis on the 

unresolved issue of jurisdiction for emerging transnational quantum networks 

that cross territorial limits of traditional sovereignty [4].  

Definitions of key terminology related to quantum networks include: 

quantum computing systems that utilize quantum mechanical phenomena for 

information processing and transmission beyond classical capabilities; quantum 

communication networks that connect quantum processors and devices via 

quantum channels, enabling services like cryptography, clock synchronization, 

and distributed quantum computing [5]; nodes as connection points within a 

network; quantum repeaters which facilitate long distance quantum 

communication through entanglement swapping [6]; and network infrastructure 

referring to integrated hardware and software systems including routers, 

protocols, and interfaces [7].  

Additional relevant legal terms analyzed include: jurisdiction denoting 

the legal power of a nation or international body to regulate conduct and enforce 

laws [8]; prescriptive jurisdiction establishing authority to impose legal rules 

[9]; adjudicative jurisdiction designating authority over the trial and judgment 

of legal cases [10]; enforcement jurisdiction authorizing implementation of 

judicial decisions [11]; territorial jurisdiction tied to particular geographic areas; 

extraterritorial jurisdiction extending authority beyond territorial bounds [12]; 

supranational jurisdiction needed to govern territories that transcend national 

sovereignty [13]; public international law applying to relations between states 

[14]; and private international law governing private legal cases involving 

foreign elements [15]. 

The research problem examined is identifying current jurisdictional gaps 
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related to transnational quantum networks based on analysis of existing legal 

frameworks across multiple levels, proposing mechanisms for establishing 

jurisdiction given the novel technological context, and assessing policy 

implications for centralized or distributed jurisdictional models. An expansive 

doctrinal methodology is utilized spanning areas of public international treaty 

law, customary international law emerging from state practice, domestic 

legislation in key jurisdictions with implications for extraterritorial reach, and 

potential enforcement gaps and issues arising from juridical heterogeneity 

across borders [16].  

Comparative analysis assesses similarities and conflicts between legal 

governing authority emerging at multiple levels ranging from bilateral 

investment treaties to regional economic blocs and domestic export control 

regimes. Scope encompasses emerging patterns in international investment 

agreements, trends in cases brought before bodies like the International Court of 

Justice, multilateral forums including UN General Assembly declarations, and 

existing domestic legislation and case law related to traditional computing 

infrastructure and next generation quantum information networks. It has 

significant judicial rulings, arbitral decisions, and jurisdictional precedence 

from analogous technologies like global satellite networks [17].  

The internet provide context alongside the sparse directly applicable 

jurisprudence regarding quantum systems. The substantively detailing the 

current legal landscape and gaps across a multitude of areas and proposing 

integrative solutions, this article aims to spur development of cohesive 

international agreements and domestic legislation establishing recognized 

jurisdiction prior to extensive real-world deployment of advanced quantum 

networks. As such, limitations in scope apply given the profound complexity 

across various bodies of simultaneously intersecting law applied to rapidly 
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evolving technologies. Additionally, reasonable constraints on predictive claims 

are acknowledged regarding anticipated legal, economic, and geopolitical 

developments related to quantum information systems [18]. 

II. Methods   

An expansive doctrinal methodology was pursued to analyze the complex 

issue of determining international jurisdictional authority over transnational 

quantum networks given gaps in current legal doctrine. Primary areas of focus 

include public international treaty law, emerging customary international law 

evidenced by consistent state practice, domestic legislation with extraterritorial 

implications from key jurisdictions, and comparative law highlighting contrasts 

across borders. The majority of source materials consist of multilateral and 

bilateral treaties, intergovernmental organization constitutions and 

documentation including UN General Assembly declarations, rulings by the 

International Court of Justice (ICJ) [19].  

Domestic regulatory and legal frameworks are analyzed from the United 

States, China, the European Union (and constituent members), Australia, 

Canada, Japan, and the United Kingdom. The holdings across jurisdictions 

related to legal disputes invoking questions of extraterritorial authority and 

conflicts of law in analogous spaces like digital trade, cybercrime, and 

telecommunications. In total, 58 public international treaties and agreements 

were reviewed including prominent frameworks like the Vienna Convention on 

Diplomatic Relations, notable gaps regarding quantum technologies in United 

Nations (UN) declarations on information security and transnational computer 

infrastructure conducted via the UN General Assembly and International 

Telecommunications Union (ITU) [20].  

23 World Trade Organization (WTO) agreements lacking explicit 

coverage of international data flows related to quantum information systems, 
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bilateral investment treaties and free trade agreements with technical barriers to 

trade. The cross-border services provisions indirectly applicable to quantum 

computing, cases brought before the ICJ and Permanent Court of Arbitration 

(PCA) with relevance for international legal harmonization, and the treaties 

underlying regional economic blocs like the North Atlantic Free Trade 

Agreement (NAFTA), Association of Southeast Asian Nations (ASEAN), and 

treaty bodies related to the European Union (EU). To understand domestic 

implications, regulatory proposals, export control laws, and judicial rulings 

were assessed across 8 key countries [21].  

This included new legislation introduced in the U.S. Congress addressing 

gaps in current computing infrastructure frameworks applied to quantum 

systems at national labs, precedent from U.S. court cases invoking 

extraterritorial jurisdiction for cybercrimes under provisions within the Patriot 

Act, Chinese nationwide standards for testing quantum communication 

equipment potentially creating trade barriers, EU regulations for emerging 

technologies like artificial intelligence (AI) that could encompass international 

data flows enabled by quantum networks as a precursor to more tailored 

governance, and cases brought before the highest courts in India, Brazil, 

Australia, and Japan regarding enforcement jurisdiction and conflicts of law for 

cross-border technology legal disputes highlighting the difficulties adapting 

traditional jurisprudence to rapidly advancing transnational systems [22]. 

Comparative analysis focused on analogues like the legal structure 

developed ex post for regulating jurisdiction across international satellite 

networks, internet infrastructure like global Domain Name Service (DNS) root 

servers falling under distinct national legal systems, complex enforcement cases 

related to social media platforms mediated through private international 

arbitration, and overarching frameworks like the United Nations Convention on 

the Law of the Sea (UNCLOS) codifying international maritime jurisdiction 
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across sovereign waters. Additionally, key areas of divergence were assessed, 

including China’s comprehensive new Data Security Law asserting broad 

jurisdiction over data generated domestically regardless of processing location 

[23].  

In potential conflict with restrictions on extraterritorial authority proposed 

in new U.S. legislation like the Promoting Digital Privacy Technologies Act 

limiting the jurisdictional reach of intelligence agencies. Significant contrasts 

also exist between strict EU General Data Protection Regulation (GDPR) 

requirements on controlling data related to European Economic Area (EEA) 

persons regardless of processing location, which could profoundly impact 

international data transfers over quantum networks, relative to more 

circumscribed data protection authority exercised by Canada under the Personal 

Information Protection and Electronic Documents Act (PIPEDA) focused 

primarily on public and private sector handling of personal data within 

territorial bounds [24].  

The qualitative methodology involved extensive legal analysis on the 

identified public international law sources, domestic regulatory proposals. The 

legislation in key countries developing quantum network infrastructure like 

trusted repeater hubs, memoranda and determinations from enforcement 

agencies and export authorities, plus categorized findings from secondary 

academic journals and proceedings detailing historical challenges adapting 

jurisdiction for revolutionary emerging technologies with comparable 

distributed control dynamics, decentralized ownership architectures, and phases 

of exponential advancement ahead of legal penetration. Significant existing 

scholarship on cryptographic methods for asserting national interests within 

protocols like multi-party secure computation, which could parallel 

cryptographic controls enacted via quantum key distribution mechanisms, also 

provided perspective on jurisprudential concerns related to exercised authority 
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over decryption keys versus the overall logically layered network infrastructure 

[25].  

III. Results 

There are currently no ratified international treaties or binding agreements 

explicitly establishing jurisdiction over transnational quantum computing 

infrastructure or integrated quantum communication networks spanning 

territorial jurisdictions subject to distinct national legal regimes [26]. Article II 

of the Liability Convention, adopted in 1972, defines the convoluted term 

“space object” to encompass component parts like satellites and the spacecraft 

payloads they carry, while the Outer Space Treaty (1967) designates 

jurisdictional responsibility to appropriate state parties under Article VI and 

VIII, but neither directly addresses topological quantum networks nor more 

exotic proposals like an extraterrestrial “quantum internet” leveraging quantum 

entanglement for mechanisms [27].  

A global Block-chain ledger, despite the Outer Space Treaty declaring 

jurisdiction over celestial bodies and Article VII maintaining liability for each 

launching state over damages caused internationally. The Convention on 

International Interests in Mobile Equipment adopted under the Cape Town 

system (2001) enables robust private international legal architecture governing 

secured financing across designated categories of mobile transnational 

equipment like aircraft, locomotives, shipping vessels transcending borders, and 

even spacecraft, however quantum repeater hubs do not cleanly fit precedents 

like neighboring telecom satellites, with significant gaps regarding jurisdiction 

over terrestrial nodes and the non-geostationary global quantum network 

topology itself [28].  

Analysis of International Telecommunication Union (ITU) accords 

governing coordination of the radio frequency spectrum and geosynchronous 
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satellite orbits reveal minimal coverage explicitly encompassing quantum 

communication payloads over existing frameworks for frequency allocation and 

avoidance of harmful radio interference codified under Article 45 of the ITU 

Constitution. Despite the exponentially increased communication capacity 

potentially enabled via super-dense bandwidth multiplexing through quantum 

frequency conversion. The Wassenaar Arrangement on Export Controls for 

Conventional Arms and Dual-Use Goods and Technologies currently governs 

cryptography exports under Category 5 Part 2 “Information Security” [29]. 

It directly applicable language covering quantum encryption methods like 

Quantum Key Distribution (QKD) or post-quantum cryptographic algorithms 

resistant to cryptanalysis from quantum computers [30]. Ongoing disputes filed 

with the WTO Dispute Settlement Body (DSB) similarly reveal contrasting 

domestic approaches to cross-border data transfer restrictions with inevitable 

but still unresolved implications for international exchange of quantum 

encrypted information. No judgments related to transnational quantum networks 

exist from the International Court of Justice or Permanent Court of Arbitration, 

although interstate disputes invoking international law related to sovereign 

immunity, diplomatic relations, and Trans border criminal activity form loose 

analogy regarding jurisdictional [31]. 

 The enforcement gaps that emerging quantum networks could exacerbate 

in the absence of clear governing legal authority and mechanisms for 

harmonization across borders. Domestically, India and Singapore provide 

examples of proposed regulations addressing cross-border data flows 

specifically enabled by emerging technologies like 5G telecommunication 

infrastructure, Internet of Things (IoT) devices, and inevitably interlinked 

quantum communication networks over existing fiber channels, while Australia, 

Japan, and Canada have well-developed information security and critical 

infrastructure frameworks updated to encompass quantum key distribution but 
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without explicitly governing extraterritorial jurisdictional reach [32].  

The United States passed the Quantum Computing Cyber-security 

Preparedness Act in 2022 and proposed the International Cybercrime Prevention 

Act the same year, partly addressing gaps in domestic critical infrastructure 

policy related to quantum-enhanced cyber threats, while the Promoting Digital 

Privacy Technologies Act restricts intelligence agency extraterritorial 

jurisdiction, contrasting China’s new Data Security Law which openly asserts 

cyber sovereignty and jurisdiction according to data national origin regardless 

of infrastructure ownership, aligning with Russia’s similar Data Localization 

Law [33].  

In the context of private international arbitration, both the London Court 

of International Arbitration (LCIA) and International Chamber of Commerce 

(ICC) indicate anticipated complex disputes related to transnational data flows 

over quantum networks but presently lack clear rules for asserting jurisdiction in 

binding decisions or enforcing judgments across borders [34]. 

IV. Discussion 

Under existing legal frameworks spanning public international treaty law 

down through regional free trade agreements and recent domestic legislation, 

jurisdictional authority over quantum networks that cross national borders 

appears substantially undefined and lacking coherent international 

harmonization. The clear need has arisen for new multilateral and multi-

stakeholder agreements facilitated through intergovernmental forums like the 

United Nations and International Telecommunication Union establishing 

recognized jurisdiction as transnational quantum networks advance towards 

real-world commercialization and broad deployment between sovereign state 

parties [35].  

Recent geopolitical disputes initiated at the World Trade Organization 
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highlight tensions between data localization laws. Those passed in China, 

Russia, and the EU’s GDPR contrasted with the Cloud Act passed in the United 

States asserting extraordinary extraterritorial reach, portending similar fractures 

across jurisdictional models for quantum computing infrastructure underlying 

transnational information flows. Significant debate thus emerges on centralized 

establishment of specialized supranational governing bodies for quantum 

networks spanning jurisdictions versus federating authority across borders based 

on distributed trust models. Further legal analysis appears urgently required 

assessing unresolved jurisdictional questions related to liability attribution for 

security breaches across highly interconnected quantum networks [36].  

The enforcement gaps regarding hacks invoked through international 

quantum cryptanalysis, standardization across technical transport protocols. The 

encryption methods balanced against risks of systemic failure through 

monoculture vulnerabilities or access generalization through blanket decryption 

keys, controlling proliferation of sensitive technology like quantum sensing or 

alternative use of quantum guidance systems for dual-use missile applications, 

proportionate economic espionage and monitoring for illicit technology transfer 

balanced against unacceptable surveillance overreach, and international 

consensus on spectrum allocation and orbital management given the potential 

emergence of an interconnected extraterrestrial quantum internet spanning vast 

distances through low earth orbit constellations to anchor points on lunar or 

Martian territory [37].  

As evidenced by prior revolutionary technologies like aeronautics, 

wireless radio, satellites, packet switched networking, and mobile broadband 

infrastructure, the complexity of integrating legal architecture commonly trails a 

decade or more behind the acceleration of capability unleashed by waves of 

foundational innovation. While reasonable jurisdictional disputes frequent all 

technological revolutions within capital markets abhorring vacuums of 
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governance, the unique physics underlying quantum phenomena will require 

comprehension across policy bodies and carefully constructed metaphorical 

extension of prior principled logic before comprehensive governance 

frameworks mature through international legal consensus [38]. 

Conclusion   

This article extensively examined the unresolved challenge of 

establishing jurisdiction over transnational quantum networks based on current 

legal doctrine across areas of international treaty law, regional trade agreements, 

and domestic regulations analyzed using a comparative methodology assessing 

extraterritorial authority and enforcement precedent. As the above research 

demonstrated, existing legal frameworks provide minimal guidance on current 

gaps determining jurisdiction over international quantum systems spanning 

borders and varying national regimes. However, model policy frameworks do 

emerge from comparative jurisdictional governance established successfully to 

enable prior technologies like global satellite communication networks and 

common internet protocols.  

The quantum networks progress towards extensive real-world installation 

and investment accelerates on projected applications like secure 

communication, enhanced metrology, distributed simulation, and exponential 

combinatory computing power, substantial additional legal scaffolding remains 

necessary through international cooperation between state parties. Fundamental 

agreements rooted in shared scientific perspective could govern acceptable use 

balancing security with sovereignty across a collectively uplifting quantum 

landscape promising immense possibility beyond zero-sum perceptions of 

control over any temporary competitive advantage leading to unnecessary 

constraint of the underlying waves of advancing innovation. 
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