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Abstract

The proliferation of Artificial Intelligence (Al) in various sectors
raises significant privacy concerns, demanding a nuanced understanding
and strategic approach to privacy protection. This article delves into the
intricate challenges of safeguarding privacy in the age of Al, exploring
the dynamic interplay between technological advancements and privacy
norms. With Al's capacity for extensive data collection and analysis,
privacy risks escalate, highlighting the necessity for transparent and
ethical data practices. Through examining case studies and regulatory
responses, the article underscores the critical role of decentralized Al
platforms and robust legal frameworks in ensuring privacy. It advocates
for a collaborative effort among stakeholders to balance Al's benefits
against privacy rights, aiming for a future where Al technologies are
developed and deployed responsibly, with a steadfast commitment to
upholding individual privacy and dignity.
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I. Introduction

Advancements in artificial intelligence (Al) bring both
opportunities for convenience as well as worries related to privacy
infringement, particularly regarding opaque data collection practices and
the potential for biased decision-making. As a society, we must consider -
should the algorithms we create have access to our personal data? From a
rights-based perspective, the answer should promote autonomy and
dignity. The common person should find transparency around data usage,
not shrouded secrecy. And yet, tech companies and governments collate
immense amounts of sensitive life details, with sophisticated Al systems
conducting analysis for optimization or predictive purposes, often without
full consent. What recourse does one have if unfair decisions emerge on
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factors unrelated to character, such as race, gender or socio-economic

backgrounds? Policy-makers rightfully grow concerned over the
Pandora's box of privacy violations and "coded" discrimination.

We stand at cross-roads as custodians of both emerging
technologies as well as timeless humanistic values - the path forward
must respect both. Al developers themselves should feel ethically
convicted to advocate for accountability and transparency so that
consumers and citizens can make informed choices about the tools which
may, perhaps imperceptibly, shape social outcomes. This article explores
the emerging issue of data privacy in an age of rapid growth of artificial
intelligence (lives, there are significant concerns about the extent of
personal information collected, how it is used, and its security. The
problem statement emphasizes the need to balance the benefits of Al
advancements with the critical need to protect the right to privacy against
unknown and hidden data processes, algorithmic bias and unregulated
surveillance.

e The right to privacy is undergoing dynamic transformations,
accelerated by rapid technological advancements, particularly
the emergence of multimedia and digitalization.

e The judiciary plays a pivotal role in shaping the contours of the
right to privacy in India.

The literature review on data privacy and artificial intelligence (Al)
in India highlights several key themes, challenges, and initiatives,
underscoring the country's dynamic landscape in these domains. The
resources and developments discussed offer insights into India's approach
to integrating Al within societal norms and regulations, particularly in
terms of data privacy. The "Handbook on Data Protection and Privacy for
Developers of Artificial Intelligence in India" emphasizes the importance
of developing Al technologies that are legally and socially acceptable. It
discusses ethical frameworks, data privacy, and the need for Al
developers to consider societal impacts beyond algorithmic accuracy.’

India's regulatory landscape for Al and data privacy includes
proposed legislation like the Digital Personal Data Protection Act
(DPDP) and discussions on impact assessments for data processing.
Lessons from the EU's General Data Protection Regulation (GDPR) are

! "Handbook on Data Protection and Privacy for Developers of Artificial Intelligence
in India." (2021, July 16). Retrieved from https://indiaai.gov.in/research-
reports/handbook-on-data-protection-and-privacy-for-developers-of-artificial-
intelligence-in-india
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considered, especially in terms of prior impact assessments and the
concept of 'regulated self-regulation’.” Al and Privacy Concerns: A report
titled "Artificial Intelligence and Privacy” delves into how Al
development affects privacy, highlighting challenges such as fairness,

discrimination, and data minimization. It points to the crucial role of data
protection authorities in ensuring compliance with privacy regulations.

The NITI Aayog's national Al strategy focuses on using Al for
economic growth, improving the quality of life, and serving as a "garage"
for developing Al technologies for developing countries. It identifies
priority sectors such as health, education, agriculture, smart cities, and
smart mobility.* India is positioning itself as a global hub for Al, with
significant contributions in Al research, a thriving start-up ecosystem,
and initiatives like the National Program on Artificial Intelligence. Indian
startups are working on Al tools to address national and global socio-
economic challenges, such as healthcare diagnostics and agricultural
optimization.”

Il. Methodology

This piece investigates the relationship between Al and privacy.
We consider risks and effects, real-world instances, and potential
solutions to construct a future where Al benefits society while protecting
privacy rights. By continually prioritizing privacy as Al evolves, we can
proactively tackle associated difficulties.

A. The Risks of Al and Data Collection

As Al systems collect more user data, risks around privacy rise.
Individuals lose control over how their information is gathered and used.
Opaque data practices prevent understanding of how Al makes choices.
Moreover, datasets used to train Al often suffer from societal biases. This

2 Sethi, R., Barat, D., & Goyal, R. (2023, July 6). Regulating Artificial Intelligence In
India: Challenges And Considerations. S&R Associates. Retrieved from
https://www.mondag.com/india/privacy-protection/1339066/requlating-artificial-
intelligence-in-india-challenges-and-considerations

® “Artificial  Intelligence and  Privacy,” indiaai.gov.in, available at
https://indiaai.gov.in/research-reports/artificial-intelligence-and-privacy.

* Shamika Ravi and Puneeth Nagaraj, "Harnessing the future of Al in India,"
Brookings, October 18, 2018, available at
https://www.brookings.edu/articles/harnessing-the-future-of-ai-in-india/.

® Jibu Elias, "Al for All: How India is carving its own path in the global Al race,”
OECD.Al, available at https://oecd.ai/en/wonk/india.

ISSN: 3005-2289 57




International Journal of Law and Policy |
Volume: 2 Issue: 4

~S |+ 2024
be h /AD
can lead Al to make discriminatory or unjust decisions based on race,

gender, age, and other attributes. Lack of representativeness in training
data exacerbates unfair outcomes.®

B. Real-World Examples of Al and Privacy Issues

Several real-world examples demonstrate the privacy perils of
unchecked Al systems. In one case, a school used students' internet
history for behavioral analysis without consent. Elsewhere, Al
recruitment tools exhibited gender bias, discriminating against women
applicants. Rapid growth of facial recognition has also sparked
widespread privacy concerns.

I1l. Results

There are ways to develop Al with privacy in mind. Key solutions
include improved transparency, ethical oversight, representativeness in
training data, and accountability measures. Giving individuals more
control over their data and its uses is also crucial. Privacy-preserving
techniques like differential privacy and federated learning hold promise
for Al as well. By keeping privacy at the fore as Al progresses, we can
maximize Dbenefits while protecting user rights. With ethical
implementation, Al can empower individuals and advance society.

A. Safeguarding Personal Data in an Al-Driven World

In the modern digital era, online interactions have led to an
explosion of personal data collected by businesses, governments, and
organizations. While this data powers key insights and decisions, it also
contains sensitive information requiring privacy protections.

B. Defining and Understanding Privacy

At its core, privacy represents controlling access to your personal
information and keeping it confidential. As a fundamental human right,
privacy enables individual autonomy over personal data uses. With
growing data collection, maintaining privacy is more important than ever
for dignity, relationships, and preventing misuse. Privacy provides
diverse forms of value. It shields against fraud and theft. It upholds
personal dominion over information critical for autonomy and respect.
Privacy nurtures personal relationships free from surveillance concerns. It

®"A Conversation on Artificial Intelligence and Gender Bias," McKinsey & Company
(April 7, 2021), available at https://www.mckinsey.com/featured-insights/asia-
pacific/a-conversation-on-artificial-intelligence-and-gender-bias.
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also prevents manipulation by limiting public data access.’

C. Privacy's Role in Ethical Al Systems

In Al, privacy prevents the misuse of personal data that could
enable biased or discriminatory algorithmic decisions. Al using private
data must have transparency and accountability to stop unfair outcomes
based on race, gender, age, and other attributes.

D. Realizing Privacy in an Al Landscape

As Al integrates further into daily life, vigilant privacy protections
are essential for ethical technological practices. Individual data control
and protections must be prioritized along with privacy-focused techniques
like differential privacy. When properly implemented, Al can empower
society while upholding personal autonomy and fairness.

VI. Discussion

A. Information Technology Laws

The Information Technology Act, 2000, was enacted to regulate
electronic commerce, e-governance, and control cybercrimes. The Act
recognizes the right to privacy and confidentiality in electronic
transactions and addresses issues related to electronic signatures,
cybercrimes, and personal data protection. Section 30 mandates
Certifying Authorities to ensure the secrecy and privacy of electronic
signatures. Amendments in 2008 introduced Section 43A, imposing
obligations on bodies corporate dealing with sensitive personal data or
information (SPDI). Section 66E penalizes the intentional capturing,
publishing, or transmitting of a person's private area without consent.

Section 66C penalizes identity theft, and Section 69 grants the
government authority to intercept, monitor, or decrypt information in the
interest of sovereignty, defense, and security, friendly relations with
foreign states, public order, or prevention of incitement to cognizable
offenses. The IT Act establishes civil remedies under Section 43A for
compensation in case of data protection failure. Section 66 addresses
criminal liability for privacy violations, and Section 69 provides
exceptions for the interception of information in specific circumstances.’

" NITI Aayog, National Strategy for Artificial Intelligence #AlforALL (2019).

® Ankit, Al or Atrtificial Intelligence: A New Challenge for the Competition System in
India, Legal Service India, available at
https://www.legalserviceindia.com/legal/article-6978-ai-or-artificial-intelligence-
a-new-challenge-for-the-competition-system-in-india.html.
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B. Evolution of Data Protection Legislation in India

The DPDP Act of 2023 is the result of a multistage legislative
journey. Preceded by a landmark Supreme Court judgment in 2017
recognizing the right to privacy, the initial drafts were circulated for
public feedback in 2018. Subsequent versions, including the 2019 bill,
proposed a comprehensive, cross-sectoral regulatory framework overseen
by an all-powerful Data Protection Authority (DPA). However, the
expansive scope and regulatory powers of the DPA raised concerns about
overregulation or under-regulation. The DPDP Act, based on the 2022
draft, addresses these concerns by adopting a more modest approach.

C. Key Features of the DPDP Act, 2023
1. Applicability to nonresidents

The DPDP Act applies to Indian residents and businesses
collecting data of Indian residents. Interestingly, it also covers non-
citizens living in India whose data processing is related to offering goods
or services, even if done outside India.

2. Purposes of Data Collection and Processing

The act allows personal data to be processed for any lawful
purpose, requiring either consent or processing for legitimate uses, which
are clearly defined. Consent must be specific, informed, and affirmative,
and individuals have the right to withdraw it.

3. Rights of users/consumers

Individuals have rights to access, correct, update, and erase their
data. The act introduces obligations for data fiduciaries, ensuring security
safeguards, data erasure, and the appointment of a data protection officer.

4. Moderation of Data Localization Requirements

Unlike the 2019 bill, the 2023 act does not enforce strict data
localization. It empowers the government to restrict data flows to certain
countries only through notifications.

5. Exemptions from obligations

The law provides exemptions for consent and notice requirements
and certain obligations for various purposes, including state functions,
investigations, and prevention of unlawful activities.

6. New regulatory structure
The act establishes the Data Protection Board (DPB) instead of an
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independent regulator. The DPB has a limited mandate, focusing on
preventing data breaches and imposing penalties for noncompliance.
D. Analysis of the DPDP Act, 2023
1. Privacy protection

The DPDP Act introduces essential privacy protections by
requiring consent for data processing and granting individuals rights over
their data. However, exceptions for state functions and investigative
purposes raise concerns about potential government overreach.

2. Discretionary rule-making powers

The government's discretionary rule-making powers, particularly
the ability to grant exemptions, could potentially undermine the intended
protections. Lack of specific guidance on conditions and time frames for
exemptions may lead to misuse.

3. DPB's regulatory structure

The DPB's design, with limited regulatory powers, raises questions
about its effectiveness. The government's role in appointing DPB
members and the absence of clear separation of functions within the
board may impact impartiality. The Digital Personal Data Protection Act,
2023, signifies a significant step forward in India's data protection
journey. While it introduces crucial safeguards for privacy, concerns
linger about potential governmental discretion and the DPB's regulatory
efficacy. The ongoing implementation, rule-making, and DPB actions
will determine the true impact of the legislation, shaping India's data
protection landscape for years to come. As the digital age evolves,
finding the delicate equilibrium between privacy and lawful data
processing remains an ongoing challenge that regulatory frameworks
must address.

E. Comparison
1. United Kingdom

Stadler v. Currys Group Limited® involved a claim against Currys
for selling a used smart TV that still had the previous owner's login
information, leading to unauthorized purchases. The court dismissed the
claims for misuse of private information, breach of confidence, and
negligence, emphasizing that damages for non-trivial breaches of the
Data Protection Act and the UK GDPR require proof of material damage

% [2022] EWHC 160 (QB).
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or distress.

Bloomberg LP v. ZXC* was a landmark case where the Supreme
Court held that individuals have a reasonable expectation of privacy
concerning police investigations up to the point of charge. ZXC was
awarded £25,000 in damages for the misuse of private information by
Bloomberg. Smith v. TalkTalk Telecom Group Plc'* dealt with claims
from customers affected by data breaches in 2014 and 2015. The court
dismissed the claim for misuse of private information, highlighting the
importance of evidencing "use" or "misuse" by the defendant."

2. European Union

A significant case related to automated decision-making and
profiling considered whether the creation of a credit score by a credit
agency, used by third parties for decision-making, constitutes a decision
based solely on automated processing. The CJEU is expected to clarify
the obligations for transparency and explainability in profiling,
potentially impacting the use of algorithms and Al across various
business practices. Meta faced a decision from the IDPC and the EDPB
regarding its use of personal data for delivering personalized adverts. The
ruling stated that Meta could not rely on a contractual basis for processing
personal data for personalized advertising, emphasizing the need for
transparency and possibly pushing towards a greater use of consent for
such activities. ™

3. India

In a recent Bombay High Court ruling, an ex-employee was
injected from using and disclosing confidential client and pricing data of
their former employer, highlighting the courts' stance on data privacy
violations by individuals. The Delhi High Court issued guidelines on the
takedown of Non-Consensual Intimate Images (NCII) and personal

1012022] UKSC 5

1 12022] EWHC 1311 (QB)

12 "Data, Distress, and Damage: UK Data Protection and Privacy Case Law in 2022,"

Reed Smith LLP (January 2023),
https://www.reedsmith.com/en/perspectives/2023/01/data-distress-and-damage-
uk-data-protection-and-privacy-case-law-in-2022.

13 "Data Protection - Regulatory Action and Recent Case Law from the EU and UK

Courts,” Allen & Overy (March 9, 2023), https://www.allenovery.com/en-
gb/global/news-and-insights/publications/data-protection-regulatory-action-and-
recent-case-law-from-the-eu-and-uk-courts.
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data/information, emphasizing the obligation of intermediaries to monitor
and remove NCII content after receiving grievances or court orders. This

ruling underlines the significance of the right to privacy and the right to
be forgotten in the digital age.**

F. Examining the Societal Impact of Artificial Intelligence

Al systems learn from data, absorbing any biases within that data.
This can lead to discriminatory and prejudiced algorithmic decisions that
infringe on civil rights. For example, facial analysis tools have shown
racial and gender bias, while predictive policing tools over-target
minority communities based on flawed data. These issues often arise
because Al development teams and training data lack diversity. Without
varied voices and perspectives, harmful biases go unchecked. Requiring
bias testing and diverse data/teams when building Al systems could
promote fairness. Failing to address bias risks automating discrimination.

1. Privacy implications of Al surveillance

Advanced Al surveillance systems also present threats to privacy
and civil liberties. Techniques like facial recognition and predictive
analytics are deployed by governments and companies without sufficient
consent or oversight. Law enforcement agencies have started using real-
time facial recognition on public cameras, leading to wrongful arrests that
disproportionately affect minorities due to bias. Private companies
covertly gather expansive data to infer details like political views and
mental health, then allow targeting based on these categories without
consent. Policies governing responsible use of Al surveillance are needed
to prevent abuses and uphold privacy rights. Citizens should retain
transparency and consent protections. Unchecked, biased surveillance
contradicts privacy expectations and enables discrimination.

2. Broader societal impacts on rights and protections

Widespread Al adoption can also indirectly threaten privacy and
civil rights through economic disruption. As Al automates certain jobs,
displaced workers may struggle to find new roles, forcing some into
precarious contract labor with fewer protections. For example, rideshare
drivers must accept surveillance to earn income through apps, despite
privacy and exploitation concerns. Workers affected by Al job loss
should have support like retraining and new opportunities. Failing to
manage the societal impact of Al thoughtfully endangers rights and
privacy. Al's broad integration demands proactive policies to prevent

4 Aaradhya Bachchan v. Bollywood Time, 2023 SCC OnLine Del 2268.
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biased decisions, misuse of surveillance technologies, and exploitation of

vulnerable populations. With responsible implementation, Al can benefit
society while upholding civil liberties."™

G. The Evolving Landscape of Privacy in an Al-Centric World

In today's artificial intelligence (Al) focused landscape, the domain
of privacy has grown increasingly intricate, rife with new challenges. The
surge in corporate and government data gathering and analytics has
introduced unprecedented risks to individuals' private information.™
Among the many emerging privacy issues, pervasive surveillance poses a
notable threat to personal autonomy and liberties by encroaching into
private spaces. Additionally, the nonconsensual accumulation of personal
data jeopardizes sensitive information and exposes people to potential
cyberattacks. Moreover, major technology companies, frequently called
Big Tech, wield significant influence over data collection, analysis, and
use, exacerbating these challenges.

1. Examining the ramifications of privacy issues

It is vital to scrutinize the invasive qualities of modern surveillance
and the resulting detriments to personal autonomy. Concurrently,
addressing unauthorized data gathering is crucial since it not only
jeopardizes private information but also makes individuals vulnerable to
cybercrimes. Furthermore, the overarching power of Big Tech
compounds these issues by amplifying concerns about the ethical
handling of massive data sets.

2. Big Tech's extensive influence over data

Today, prominent technology companies known as Big Tech exert
remarkable global influence and leverage immense power over
economics and society. The emergence of Al and the metaverse promises
to expand their already sizable influence even further. Currently,
companies like Google, Amazon, and Meta have broad access to huge
data sets, granting them unmatched capacity to shape consumerism and
the global economy. Concurrently, these corporations are growing
increasingly political, utilizing their power to sway public opinion and

> P, Vadapalli, "Top 7 Challenges in Artificial Intelligence in 2023, Upgrad Blog
(October 3, 2022), available at https://www.upgrad.com/blog/top-challenges-in-
artificial-intelligence/.

1 Azambuja, "Avrtificial Intelligence-Based Cyber Security in the Context of Industry
4.0—A Survey," Electronics (April 19, 2023),
http://dx.doi.org/10.3390/electronics12081920.
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policies.

As the potential future metaverse looms, Big Tech is positioned to
intensify its dominance. Experts predict a twentyfold increase in
metaverse data usage, providing more opportunities for economic and
social leverage. The metaverse could enable new virtual ecosystems and
additional control over user experiences and monetization, further
cementing Big Tech's societal influence.'” Nonetheless, such power
necessitates accountability. Big Tech must adopt transparency in data
practices and ethical, responsible data use. Promoting inclusivity and
accessibility instead of dominance by the few also constitutes responsible
conduct.

While the ascendance of Big Tech has introduced unprecedented
influence set to expand further, proactive self-regulation aligned with
ethics is imperative. If voluntary adherence falls short, regulatory
frameworks may compel Big Tech to adopt more conscientious
approaches that benefit society broadly.

3. Al Systems and escalating data collection

Al's profound impact stems from accumulating and leveraging data
to learn and improve. Al intrinsically requires analyzing massive data
sets, driving continuous expansion of personal data gathering. This
escalating trend raises valid privacy and protection concerns, evident in
tools like ChatGPT that utilize personal data absent explicit consent. A
key issue is the lack of transparency around how Al uses personal data.
Complex algorithms make it hard to grasp how data informs decisions
affecting individuals, engendering apprehension.  Organizations
employing Al must proactively safeguard privacy through robust data
security, ethical principles, and transparency. Above all, individuals
should comprehend how their data is used by Al and control its use, with
opt-out and deletion rights. Overall, prioritizing understandable and
ethical personal data use in Al is imperative.'®

H. Examining Ai's Role in Modern Surveillance
Applying Al in surveillance has emerged as a debated issue,

7'5.D. Becerra, "The Rise of Artificial Intelligence in the Legal Field: Where We Are
and Where We Are Going,"” 11 J. Bus. Entrepreneurship & L 28 (2018),
https://digitalcommons.pepperdine.edu/jbel/vol11/iss1/2/.

8 N. Duggal, "Advantages and Disadvantages of Artificial Intelligence,” Simplilearn
(April 20, 2023), available at https://www.simplilearn.com/advantages-and-
disadvantages-of-artificial-intelligence-article.
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presenting transformative potential for law enforcement and security
alongside significant privacy and civil liberties concerns. Al surveillance
systems use algorithms to analyze expansive data from sources like
cameras, social media, and online activity. This enables proactive
monitoring and prediction of potential crimes. While promising for
preventing terrorism and crime, Al surveillance provokes apprehension
about privacy and freedoms. Critics contend these systems could enable
individual surveillance and control, infringing on civil liberties. Adding

to this is the frequent opacity of Al surveillance, creating uncertainty and
distrust when deployment specifics are unclear.*®

1. Addressing Al surveillance through oversight and
transparency

To mitigate issues, stringent oversight and transparency must
govern Al surveillance deployment. Clear policies and independent
oversight mechanisms should dictate appropriate usage. Transparency is
key, requiring agencies to provide information on when and how Al
surveillance is used. Individuals must be able to access data collection
details. Though advantageous, Al surveillance risks to rights and
freedoms must be recognized and managed. Oversight bodies should
address concerns to ensure privacy and civil liberty protections.

The EU Parliament recently supported banning Al surveillance in
public areas, allowing exceptions only for specific security threats. This
demonstrates growing awareness of potential Al infringements on privacy
and rights. Justified and ethical Al surveillance requires prioritizing
individual privacy and freedoms when applying Al for societal security
and protection. This upholds foundational values of free democratic
societies.”

I. Examining Ai's Impact on Privacy

In the Al era, personal data has become immensely valuable to
organizations and businesses, leading to unprecedented use through
technologies like facial recognition and predictive algorithms. Al enables
extensive collection, processing, and analysis of personal information,
often without user knowledge or consent. Of particular note is the rise of
generative Al for text and image creation, raising significant privacy

1 U. Ugwumba, "The Role of Artificial Intelligence in the Legal Profession,"
LinkedIn (March 7, 2023), available at https://www.linkedin.com/pulse/role-
artificial-intelligence-legal-profession-ugwumba-uzoma.

20 Artificial Intelligence  Applications, ~ CJTEC,  available  at
https://cjtec.org/files/5f5f9458ebc72.
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concerns. While user data improves these models, companies developing
generative Al may amass and analyze user prompts and sensitive

information, necessitating robust data protections. Users should also
exercise caution in entering personal data.?!

1. Case Study: Scrutinizing location tracking practices

Google's location tracking practices have faced heightened scrutiny
after revelations in 2018 that it stored user location data even when
tracking was disabled. This breach of trust sparked backlash from users
and advocates. In response, Google instituted changes to boost location
data transparency and collection policies. However, concerns persist
regarding data scope, uses, and third-party access. As a tech leader,
Google's actions have far-reaching impacts.

Key issues include potential data misuse given location sensitivity.
Unauthorized access could enable tracking individuals and facilitating
criminal acts. Robust security is vital to mitigate severe consequences of
location data breaches. Third-party data access for advertising or other
financial motives also warrants consideration. Overall, companies like
Google must ensure compliance and rigorous protocols to preserve user
privacy and data security in location tracking. This fosters responsible
practices.?

2. Case Study: Personalized recommendations and data
access

A personal example illustrates intrusive Big Tech practices -
receiving a Google recommendation about a show I'd watched on a
different service. This prompts the question of whether Google has
comprehensive user device data access. While technically feasible, such
unchecked data access is concerning. To enable personalized suggestions,
Google would need to access unrelated apps despite privacy settings.
Alternatively, it may eavesdrop via a device microphone and link insights
to my account. Both constitute privacy breaches. This case highlights
profound Al-era privacy issues with Google's suggestions algorithm
seemingly linking distinct activities. While personalized features have
technical merit, ethics must be central in assessing implications and

2! The Impact of the GDPR on Atrtificial Intelligence, European Parliament, available
at
https://www.europarl.europa.eu/RegData/etudes/STUD/2020/641530/EPRS_STU
(2020)641530_EN.pdf.

22 p_A. Garitaonandia, Artificial Intelligence and Dispute Resolution: Challenges and
Limitations, 3CL Seminar, University of the Basque.

ISSN: 3005-2289 67




International Journal of Law and Policy |
Volume: 2 Issue: 4

IRSHAD 024

safeguarding user privacy as reliance on Al and big data grows.?

3. Case Study: Scrutinizing predictive policing practices

An example of Al in law enforcement is predictive policing
software that uses data analysis and algorithms to anticipate potential
crimes and suspects. Despite perceived promise, predictive policing has
faced criticism for perpetuating biases and prejudices. Notably, some
systems have been flagged for unfairly targeting minority groups,
prompting allegations of discrimination.

Facial recognition presents another Al law enforcement
application, using algorithms to match images with known individuals for
real-time ID and tracking. While holding investigative potential, facial
recognition also raises substantial privacy and civil liberty concerns.
Instances of false matches have led to wrongful arrests, intensifying
doubts about impacts on rights. As Al integrates further, risks exist of
amplifying societal biases and injustices. Al also prompts questions about
law enforcement transparency and accountability given system
complexity. Regulations and oversight are essential to ensure ethical,
rights-respecting Al use. Robust accountability and transparency
frameworks can mitigate adverse Al impacts.”*

4. Case Study: Examining the use of Al in hiring

Al adoption in hiring and recruitment has surged, with companies
increasingly using Al screening and selection tools touted to increase
efficiency and objectivity. However, widespread use raises critical
concerns about fairness and bias. Illustratively, Amazon's recruiting tool
exhibited gender bias against women due to training on predominantly
male candidate resumes. This exemplifies the risk of Al perpetuating
existing biases and discrimination. Meticulous testing is crucial to
preclude unfair Al practices in hiring. As Al hiring usage grows,
emphasizing transparency and accountability is paramount to prevent
biased outcomes and ensure workplace equity. Constructing a legal
framework mandating accountability in Al hiring tools is vital for non-

2 The Strategic and Responsible Use of Artificial Intelligence in the Public Sector of
Latin America and the Caribbean, OECD iLibrary, available at https://www.oecd-
ilibrary.org/sites/e88632a9-en/index.html?itemld=/content/component/e88632a9-
en.

24 U.S. Government, Artificial Intelligence for the American People (June 8, 2021),
available at https://trumpwhitehouse.archives.gov/ai/executive-order-ai/.
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discrimination.?®

J. Realizing Ai's Responsible Potential

Thoughtful regulations are imperative to govern Al systems
responsibly, including:

e The EU's GDPR strengthens privacy rights and mandates impact
reviews for high-risk Al.

e The proposed EU Al Act would restrict certain high-risk Al uses
like mass surveillance and compel risk management.

e The U.S. Algorithmic Accountability Act would require bias and
discrimination assessments of Al systems.

e Laws like Illinois" Al Video Interview Act regulate Al in specific
sectors like hiring.
e Healthcare rules like HIPAA govern biomedical Al applications.

These laws foster Al accountability on biases, privacy,
transparency, and human rights. But regulations must balance oversight
and innovation.

1. Prioritizing data security and encryption
Data security laws are also integral:

e The EU Cybersecurity Act sets Al system security standards.

e Data breach notification laws mandate reporting personal
information breaches.

e The U.S. loT Cybersecurity Improvement Act establishes
minimum loT device security.

e Governments should permit robust encryption to protect Al data.”®

2. Empowering individual advocacy
People should leverage consumer protections by:

o Verifying Al transparency.
e Reporting discriminatory or unfair Al outcomes.

2 E. Kwame, “Environmental Sustainability Technologies in Biodiversity, Energy,
Transportation, and Water Management Using Artificial Intelligence: A
Systematic  Review,” Science of The Total Environment (2022),
https://doi.org/10.1016/j.sftr.2022.100068.

263, Pandey et al., "Artificial Intelligence-Based System for Advocate Assistance,”
2023 International Conference on Artificial Intelligence and Smart
Communication (AISC), Greater Noida, India (January 27, 2023), available at
https://ieeexplore.ieee.org/document/10084951.
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¢ Filing complaints about privacy violations.

With thoughtful governance, security protocols, and consumer
empowerment, Al can progress responsibly.”’

K. Mapping the Trajectory of Privacy in an Ai Future

As Al systems grow more advanced, processing expansive data,
misuse and abuse risks heighten. Effective oversight and regulation are
vital to ensure Al development and use aligns with individual rights and
freedoms. This requires governing data collection, Al usage,
transparency, explainability, and impartiality. Collaboration between
governments, industry, and civil society is key to establish clear Al ethics
standards and guidelines, backed by stringent monitoring and
enforcement.

Absent proper governance, privacy erosion could intensify,
encroaching on liberties and amplifying societal disparities.
Comprehensive Al regulation is instrumental to harness AI’s potential
while safeguarding rights. Recent high-profile breaches reveal the severe
consequences of unauthorized data access, including identity theft,
financial loss, and reputation damage. Robust security measures,
especially encryption, are crucial to protect sensitive information.
Encryption renders data unreadable to prevent unauthorized access and is
indispensable for securing stored and transmitted data. As Al relies on
vast datasets, strong encryption grows increasingly critical. It can
counteract data theft or loss impacts.

For instance, healthcare Al analyzing patient data requires
encryption to secure medical history, diagnoses, and treatment plans.
Similarly, financial Al detecting fraud necessitates encryption to shield
personal and financial customer data from misuse. Encryption serves as a
bulwark against unauthorized access across sectors. Prioritizing data
security and encryption in Al applications is thus imperative to mitigate
severe compromise consequences. Insufficient encryption exposes
organizations and individuals to data breach harms.

Quantum computing threatens conventional data security and
encryption, needing increased investment in advanced techniques.
Quantum computers could compromise traditional encryption, exposing
sensitive data. Researchers are developing new quantum-resistant
encryption like post-quantum cryptography and quantum key distribution.

2" ghikhar S., "Role of Artificial Intelligence in Law," iPleaders (September 26,
2021), available at https://blog.ipleaders.in/role-of-artificial-intelligence-in-law/.
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As guantum computing progresses, organizations and governments must
adopt  sophisticated encryption resistant to quantum attacks,

implementing robust data protections to prevent unauthorized access and
breaches.?®

L. The Vital Role of Consumers in Protecting Privacy

While regulations and security provide some protection,
individuals play a pivotal role in safeguarding their own privacy. People
can take several measures to protect personal data. Understanding what
data is collected and how it is used, often outlined in privacy policies and
terms is foundational. Reading and comprehending these before using
data-collecting services is crucial. Additionally, consumers can utilize
privacy tools and settings in software and social media, like opting out of
targeted advertising or limiting third-party sharing. Platforms typically
offer settings to control info access.

Mindfulness in online activities is also key-posts, purchases, and
searches can reveal personal data vulnerable to compromise. Being
cognizant and limiting dissemination significantly bolsters personal
privacy. Blockchain has enabled promising decentralized Al possibilities.
Decentralized Al distributes algorithms across devices rather than
centralizing on a server, enhancing privacy, security, and efficiency. In
healthcare, it could securely share patient data while protecting privacy -
medical records on a blockchain could undergo analysis by Al for
personalized treatment without compromise. In autonomous vehicles, it
enables real-time vehicle coordination sans central server, improving
navigation efficiency and safety while reducing cyber risks.?

M. Exploring Decentralized Ai Innovations
1. Ocean protocol: enabling secure data sharing

Ocean Protocol operates as a decentralized data exchange platform
using blockchain and smart contracts for secure, private data sharing,
especially for Al applications. By dispersing data and algorithms across
nodes, it fortifies against cyber threats. Decentralization ensures
accountability and transparency. Emphasizing privacy, Ocean Protocol
enables secure, transparent, fair data sharing via blockchain, accessible

8 A.D. Reiling, "Courts and Artificial Intelligence,” 2 Int'l J. for Court Admin. 1-8
(2020).

2° ghikhar S., "Role of Artificial Intelligence in Law," iPleaders (September 26,
2021), available at https://blog.ipleaders.in/role-of-artificial-intelligence-in-law/.
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only to authorized parties.*

2. Singularity NET: Democratizing access to Al

Singularity NET is a decentralized platform enabling the creation
and sharing of Al algorithms and services. Using blockchain, it secures
data and algorithms. The platform democratizes Al by allowing access
for diverse individuals and groups regardless of technical or financial
means. This inclusivity stimulates innovation as varied stakeholders can
contribute to and benefit from Al solutions.

3. Deep brain chain: Facilitating private Al computing

Deep Brain Chain is a blockchain platform that enables secure,
private Al computing. Through decentralized nodes, Al developers and
scientists can rent computing resources cost-effectively and efficiently.
The platform prioritizes privacy and security by allowing resource rental
without revealing algorithm or data details, protecting intellectual
property. This cost-effectiveness increases accessibility and innovation.
The emergence of decentralized Al signifies a transformational shift in
development and deployment. By leveraging blockchain, these platforms
enable secure, transparent, affordable access to Al algorithms and
services. This decentralized approach fosters inclusivity, democratization,
and accessibility, promising to revolutionize how Al is created,
implemented, and used.*

Conclusion

In the era dominated by Artificial Intelligence (Al), ensuring
privacy protection emerges as a multifaceted challenge that necessitates a
collaborative and multifaceted strategy. The heart of this challenge lies in
the inherent tension between the expansive data requirements of Al
systems and the fundamental human right to privacy. This article has
dissected this complex landscape, offering insights into the societal, legal,
and technological dimensions that shape the privacy discourse in an Al-
driven world.

Technological innovations such as decentralized Al platforms

% A. Shrikant, T. Srivastava & S. Sharma, "Privacy and Data Protection in
Cyberspace in Indian Environment,” Int'l J. of Eng. Sci. and Tech. 942-951
(2010).

%1 K. Srivastava, "FinTech: Application of Artificial Intelligence in Indian Banking,"
in Artificial Intelligence and Its Applications,
https://link.springer.com/chapter/10.1007/978-981-19-0976-4 50 (2022).
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represent a pivotal advancement in mitigating privacy risks. By
distributing data processing across multiple nodes, these platforms reduce
the vulnerabilities associated with centralized data repositories, thereby
enhancing data security and user privacy. Such technological solutions,
however, are not a panacea. They must be complemented by
comprehensive regulatory frameworks that define clear standards for data
collection, processing, and sharing. The evolution of privacy laws,
exemplified by the EU's General Data Protection Regulation (GDPR) and
India’s Digital Personal Data Protection Act (DPDP), illustrates the global
shift towards more stringent privacy protections. Yet, the effectiveness of
these legal mechanisms hinges on their ability to adapt to the rapid pace
of technological change and to address the nuanced ways in which Al can
Impact privacy.

The proactive role of governments and regulatory bodies is crucial
In navigating the privacy implications of Al. By instituting robust
oversight mechanisms, conducting regular impact assessments, and
fostering transparency, policymakers can ensure that Al technologies are
developed and deployed in ways that respect privacy rights. Moreover,
the involvement of industry stakeholders in crafting and adhering to
ethical guidelines is essential for building trust and accountability in Al
applications.

The societal implications of Al on privacy extend beyond technical
and legal considerations. The pervasive nature of Al surveillance, the
potential for algorithmic bias, and the risk of exacerbating social
inequalities underscore the need for a holistic approach that considers the
ethical and social dimensions of Al. Public awareness and engagement
are vital in shaping the discourse on privacy and Al, empowering
individuals to advocate for their rights and participate in the development
of technologies that align with societal values.

The quest for privacy protection in the Al era is a collective
endeavor that demands the convergence of technological innovation,
regulatory foresight, and ethical responsibility. By embracing a
multidisciplinary approach that integrates legal, technical, and societal
perspectives, we can navigate the challenges of privacy in the digital age.
This concerted effort will pave the way for a future where Al
technologies are harnessed for the greater good, enhancing societal well-
being while safeguarding the privacy and dignity of individuals.
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