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Abstract

The digital rights and privacy protections are emerging human rights concerns
in the digital age. Uzbekistan's newly enacted constitution provides a general
framework for civil liberties, but lacks specificity regarding digital contexts. This
research examines the effectiveness of Uzbekistan's constitutional safeguards for
digital rights and privacy, and identifies potential areas for improvement. The aim is
to ensure robust protections aligned with international norms. A qualitative
methodology analyzes constitutional provisions, legislation through doctrinal review
and phenomenological approaches. Results reveal significant gaps in areas like data
protection, consent requirements, and oversight of state surveillance compared to
frameworks like the EU's GDPR. Recommendations include constitutional
amendments explicitly guaranteeing digital rights, an independent data protection
authority, enhanced enforcement mechanisms, and legal reforms codifying principles
of data minimization and individual control over personal information. Implementing
such measures is crucial for Uzbekistan to uphold digital rights, promote trust in the
digital ecosystem, and contribute to preserving human dignity and autonomy in the
digital era.
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I. Introduction

Digital rights are the fundamental human rights that exist in the digital realm,
aimed at safeguarding individual freedoms and privacy in the internet era. As our
lives increasingly transpire online, digital rights have become paramount,
encompassing the rights to privacy, freedom of expression, and access to
information.! These rights ensure that individuals can securely engage in online
activities without undue surveillance, censorship, or discrimination. However,
revelations of mass data collection by governments and corporations have sparked
concerns about the erosion of digital rights and the need for robust legal frameworks

! Susi, M. (Ed.). (2019). Human Rights, Digital Society and the Law: A Research Companion (1st
ed.). Routledge. https://doi.org/10.4324/9781351025386
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to protect them.? Upholding digital rights is important for preserving democratic
values, fostering innovation, and promoting trust in the digital ecosystem.

In the digital age, the intersection of technology and privacy has emerged as a
pivotal area of concern for individuals and governments alike.® Uzbekistan, a nation
with a complex legal and political history, is currently navigating the challenges and
opportunities presented by digitalization. The newly enacted constitution of republic
of the Uzbekistan entered into force on May 1, 2023, particularly in basic human and
civil rights, freedoms and duties, defining the interaction between citizens and the
state in the context of modern technologies.” This paper explores the significance of
constitutional safeguards for digital rights and privacy in Uzbekistan, emphasizing the
need for robust provisions to ensure that these rights are effectively protected.

Uzbekistan has witnessed significant political and social changes since its
independence in 1991, with ongoing reforms to strengthen governance, judicial
independence, and respect for human rights.” The digital landscape in Uzbekistan,
similar to other post-Soviet states, has experienced rapid growth, with increasing
internet penetration and mobile connectivity profoundly influencing social, economic,
and political interactions. However, this digital expansion also raises substantial
privacy concerns. Issues such as data protection, surveillance, and the rights to free
expression online are becoming increasingly relevant, prompting a reassessment of
legal frameworks to adapt to new realities.’

The Uzbek government has taken steps towards digital governance and e-
government services, and enacted a several legislations such as law on cybersecurity,’

2 Khatamjonova, G. (2023). Xalgaro Xususiy Huquqda Erk Muxtoriyati (Party Autonomy)
Prinsipining Konseptual Rivojlanishi. International Journal of Law and Policy, 1(2).
https://doi.org/10.59022/ijlp.35

% Ruslan, S. (2023). Challenges and Opportunities for Legal Practice and the Legal Profession in the
Cyber Age. International Journal of Law and Policy, 1(4). https://doi.org/10.59022/ijlp.59

* Republic of Uzbekistan. (2023). Constitution of the Republic of Uzbekistan. Retrieved from
https://constitution.uz/en/clause/index

> Babaev Isa. (2023). Integrating System Analysis, Information Management, and Decision-Making:
Legal Perspectives and Challenges. International Journal of Law and Policy, 1(5).
https://doi.org/10.59022/ijlp.85

® Gulyamov, S., & Raimberdiyev, S. (2023). Personal Data Protection as a Tool to Fight Cyber
Corruption. International Journal of Law and Policy, 1(7). https://doi.org/10.59022/ijlp.119

" O‘zbekiston Respublikasining Qonuni, 15.04.2022 yildagi O‘RQ-764-son," Lex.uz, accessed April
23, 2024, https://lex.uz/uz/docs/5960604.
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personal data etc.? This development raises important questions about the adequacy of
existing legal protections for personal information and the potential for state
surveillance. Moreover, the broader implications of digital technologies on privacy,
such as through social media and mobile applications, underline the urgency for
comprehensive and enforceable safeguards that align with international norms and
standards.

The Constitution of Uzbekistan lays the groundwork for the protection of
fundamental human rights, which by extension include in the part Il, chapter V,
chapter VII, and chapter X that enshrine various aspects of these rights, from the
inviolability of private life to the freedoms of information and communication.? These
provisions provide the guarantees of human and civil rights and freedoms as they
offer a framework through which rights related to privacy and freedom of expression
can be understood and enforced.

Constitutional safeguards ensure that any legislative or executive measures
encroaching on rights and privacy must be justified, proportional, and necessary,
adhering strictly to the principles laid out in the Constitution. This is especially
important in regulating government actions regarding internet censorship,
surveillance, and the handling of personal data. The constitutional mandate that all
ambiguities in legislation be interpreted in favor of the person provides an additional
layer of protection, emphasizing the priority of individual rights over state interests in
ambiguous legal situations.™

Given the expanding digital landscape in Uzbekistan, there is a pressing need
for robust constitutional provisions to guarantee digital rights and privacy. While
existing articles provide a basis for protection, the specificity and enforceability of
these rights in the digital realm often remain underdeveloped. This research contends
that without explicit and strong constitutional safeguards, the potential for rights
violations increases, particularly as technological advancements outpace legal
reforms. The primary objectives of this study are to examine the effectiveness of
existing constitutional protections of rights and privacy in Uzbekistan and to identify
potential areas for improvement. Specific goals include:

® Law of the Republic of Uzbekistan, ot 02.07.2019 r. Ne LRU-547, Law on Personal Data, adopted
by the Legislative Chamber on April 16, 2019, approved by the Senate on June 21, 2019,
accessed from https://lex.uz/docs/4831939.

% Bayzakova Diana Bakhtiyorovna. (2023). Legal Regulation of Foreign Investment Regime in the
Oil and Gas Sector of Uzbekistan. International Journal of Law and Policy, 1(6).
https://doi.org/10.59022/ijlp.99

10 Bekmirzaeva, U. (2023). The Evolution of Investment Standards: A Comparative Analysis of the
New Edition of the Law of the Republic of Uzbekistan on Investments and Investment
Activity. International Journal of Law and Policy, 1(6). https://doi.org/10.59022/ijlp.97
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1. Analyzing how current constitutional articles are interpreted and applied
in cases involving digital technologies and privacy.

2. Evaluating the practical implications of constitutional safeguards on the
everyday digital interactions of citizens.

3. Proposing recommendations for amendments or new constitutional
provisions that could better address the challenges posed by digital
technologies and enhance the protection of digital rights and privacy in
Uzbekistan.

Through this research, the aim is to contribute to a deeper understanding of
how constitutional rights are upheld in the digital age, providing a foundation for
policy recommendations that ensure these rights are effectively and comprehensively
safeguarded.

Il. Methodology

This research utilizes a qualitative methodology to comprehensively examine
the constitutional protections for digital rights and privacy in Uzbekistan. The primary
data sources are the relevant constitutional articles and legislation pertaining to digital
technologies, privacy, and civil liberties. A thorough doctrinal analysis of these legal
texts is conducted to ascertain how they are interpreted and applied in digital privacy
and technologies. Secondary sources such as academic literature, legal commentary,
and jurisprudence are also analyzed to evaluate the practical implications of these
constitutional safeguards on citizens' everyday digital interactions. The research
adopts a phenomenological approach, seeking to describe and understand the lived
experiences and perspectives of various stakeholders. This multipronged qualitative
approach enables a rich and nuanced exploration of the complex interplay between
constitutional rights, digital advancements, and individual privacy concerns. The
findings from this in-depth analysis inform recommendations for potential
constitutional amendments or new provisions that could enhance the protection of
digital rights and privacy in Uzbekistan amidst the rapidly evolving technological
landscape.

I1l. Results

The constitutional framework of Uzbekistan provides a broad foundation for
the protection of human rights, implicitly covering aspects of digital rights and
privacy, yet lacks detailed provisions tailored to the complexities of the digital age.
Articles such as 19 and 20 enshrine general human rights and the principle of non-
discrimination, while Article 31 and 33 offer some safeguards for privacy and
information freedom, including limited protections against unlawful surveillance and
access to digital communications. However, the practical application of these articles
reveals a significant gap in addressing modern challenges such as explicit data
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protection, online privacy, and oversight of digital surveillance.™ Moreover, Article
55's provision for judicial remedies underscores the constitutional commitment to
uphold these rights, yet the effectiveness of these protections in digital contexts
remains underdeveloped and calls for specific legal reforms to enhance digital rights
and privacy protections in line with international standards.

Uzbekistan's constitutional framework for digital rights and privacy presents a
stark contrast to more established systems in regions like the European Union,
Germany, and the UK, where legal protections are deeply embedded and explicitly
defined. The EU's GDPR, for instance, exemplifies comprehensive protection with its
specific stipulations for data handling, individual rights to control personal
information, and stringent enforcement mechanisms.** Similarly, Germany's robust
privacy laws incorporate precise consent requirements, breach notifications, and
constraints on governmental surveillance, ensuring a high standard of data
protection.® In comparison, Uzbekistan's constitutional provisions lack the specificity
necessary for effective digital governance, missing detailed regulations on data
processing, consent mechanisms, and rights related to the access, rectification, and
deletion of digital data.

Constitutional framework reveals significant gaps in digital data protection
when compared to global standards, particularly in the specificity and enforcement of
digital rights. There are no explicit constitutional provisions that adequately address
data protection rights such as consent, access, rectification, and the erasure of
personal data, which are fundamental in advanced legal systems like the EU's GDPR.
Furthermore, Uzbekistan lacks stringent limits and clear judicial oversight on
government surveillance activities, which is crucial to ensuring that state monitoring
is conducted within legal boundaries. The absence of clearly defined rights for
individuals to manage their personal digital information and legacy further highlights
the inadequacies in the current framework. The country's legal system needs enhanced
enforcement mechanisms and more rigorous accountability measures, including
penalties for violations of data protection standards, to align its practices with
international norms and safeguard individual digital rights effectively.

1 AllahRakha, N. (2024). Transformation of Crimes (Cybercrimes) in Digital Age. International
Journal of Law and Policy, 2(2). https://doi.org/10.59022/ijlp.156

12 Chris Jay Hoofnagle, Bart van der Sloot, & Frederik Zuiderveen Borgesius. (2019). The European
Union general data protection regulation: what it is and what it means. Information &
Communications Technology Law, 28(1), 65-98.
https://doi.org/10.1080/13600834.2019.1573501

13 Aftab, S. (2024). Privacy Protection in ECHR Member States: Germany and the United Kingdom.
In: Comparative Perspectives on the Right to Privacy. lus Gentium: Comparative Perspectives
on Law and Justice, vol 109. Springer, Cham. https://doi.org/10.1007/978-3-031-45575-9 6
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To elevate Uzbekistan's digital rights and privacy standards to an international
level, comprehensive reforms are suggested, drawing inspiration from models like
Germany, the UK, and the EU. Key proposals include the development of robust data
protection laws tailored to digital contexts, enhancing transparency, and increasing
accountability regarding state surveillance practices.”* Adopting GDPR principles
such as data minimization, purpose limitation, and bolstering individual control over
personal data would significantly strengthen privacy protections. Furthermore, the
establishment of an independent data protection authority, akin to those in the EU, is
crucial. This body would enforce data protection laws, address complaints, and ensure
that practices adhere to global best practices. These reforms would not only align
Uzbekistan with international standards but also fortify the trust and security of its
digital environment, ensuring that citizens' rights are protected in the digital age.

IV. Discussion

The Constitution of Uzbekistan acknowledges the importance of human rights,
including digital rights and privacy, aligning with international norms. Key articles
that touch upon rights include: The Republic of Uzbekistan shall recognize and
guarantee human rights and freedoms in accordance with the generally recognized
norms of international law and in accordance with this Constitution. Everyone shall
enjoy human rights and freedoms from birth. All citizens of the Republic of
Uzbekistan shall have equal rights and freedoms, and shall be equal before the law,
without discrimination by sex, race, nationality, language, religion, social origin,
convictions and social status. Any privileges shall be granted solely by the law and
must conform to the principles of social justice (Article 19).

A citizen of the Republic of Uzbekistan and the state shall be bound by mutual
rights and duties. The human rights and freedoms, established by the Constitution and
the laws, shall be inalienable, and no one shall have the right to deprive or limit them
without a court decision. The human rights and freedoms shall be directly applicable.
The human rights and freedoms shall determine the essence and content of laws, the
activities of state and self-government bodies and their officials. The measures of
legal influence on the individual applied by state bodies must be based on the
principle of proportionality and be sufficient to achieve the goals provided by laws.
All contradictions and ambiguities in the legislation, which arise in the relationship
between a person and state bodies, shall be interpreted in favor of the person (Article
20).

Everyone shall have the right to inviolability of private life, personal and family
secrets, protection of honor and dignity. Everyone shall have the right to privacy of

4 Ana Beduschi. (2019). Digital identity: Contemporary challenges for data protection, privacy and
non-discrimination rights. Big Data & Society, Retrieved from
https://doi.org/10.1177/205395171985509
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correspondence, telephone conversations, postal, electronic and other
communications. This right may be restricted only in accordance with the law and on
the basis of a court decision. Everyone shall have the right to the protection of his or
her personal data, as well as to demand the correction of inaccurate data, the
destruction of data collected about his/her illegally or no longer having legal grounds.
Everyone shall have the right to inviolability of the house. No one shall have the right
to entry into the house against the will of the persons residing in it. Entry into the
house, as well as seizure and inspection therein, shall be permitted only in cases and
in the manner prescribed by law. A search of the residence may be permitted only in
accordance with the law and on the basis of a court decision (Article 31).

Everyone shall be guaranteed freedom of thought, speech and convictions.
Everyone shall have the right to seek, obtain and disseminate any information. The
State shall create conditions for providing access to the worldwide information
network Internet. Restrictions of the right to seek, obtain and disseminate information
shall be allowed only in accordance with the law and only to the extent necessary to
protect the constitutional order, public health, public morality, the rights and freedoms
of others, to ensure public safety and public order, as well as preventing the disclosure
of state secrets or other legally protected secrets (Article 33).

Everyone shall have the right to defend his/her rights and freedoms by all
means not prohibited by law. Everyone shall be entitled to legally defend his/her
rights and freedoms, and shall have the right to appeal any unlawful decisions, acts
and omissions of State bodies and other organizations, their officials. Everyone shall
be guaranteed the right to have his/her case examined by a competent, independent
and impartial court within the time limits established by law in order to have his or
her rights and freedoms restored. Everyone shall have the right, in accordance with
the legislation and international treaties of the Republic of Uzbekistan, to apply to
international bodies for the protection of human rights and freedoms if all available
domestic remedies have been exhausted. Everyone shall have the right to
compensation by the State for damage caused by unlawful decisions, acts or
omissions of State bodies or their officials (Article 55).

However, while these provisions provide a foundational framework, they face
limitations in specificity and applicability concerning digital contexts.™ For example,
while Article 31 protects privacy, it lacks detailed provisions regarding data
protection, collection, and processing in the digital sphere. Similarly, Article 33,
although safeguarding information freedoms, does not explicitly address issues like
net neutrality or freedom from undue surveillance in the digital realm. Internationally,

15 AllahRakha, N. (2023). Artificial Intelligence strategy of the Uzbekistan: Policy framework,
Preferences, and challenges. International  Journal of Law and Policy, 1(1).
https://doi.org/10.59022/ijlp.27

ISSN: 3005-2289 37




International Journal of Law and Policy |
Volume: 2 Issue: 4

IRSHAD —

constitutional protections for digital rights often encompass explicit safeguards
against arbitrary data collection and processing, a right increasingly recognized under
data protection laws such as the General Data Protection Regulation (GDPR) in the
European Union."® In Uzbekistan, the law on personal data applies to relations arising
from the processing and protection, regardless of the means of processing used,
including information technology.

The provisions in Uzbekistan's Constitution lack these specifics, placing it at a
variance with global standards that emphasize detailed and robust frameworks to
protect digital privacy and personal data. To better align with international best
practices, the following amendments are proposed:

e Specific Provisions for Data Protection and Online Privacy:
Introduce explicit constitutional guarantees for data protection,
specifying rights to consent, access, rectification, erasure, and objections
to data processing. This can enhance transparency and control for
citizens over their personal data.

e Safeguards Against Unlawful Surveillance and Monitoring: Amend
the Constitution to include provisions that regulate government
surveillance activities, requiring strict judicial oversight and adherence to
principles of necessity and proportionality.

e Rights to Access and Control Personal Digital Information: Establish
clear constitutional rights for individuals to control their digital
information, including rights to digital legacy and portability, which
would empower citizens to manage their digital footprint effectively.

Implementing  these  constitutional amendments would necessitate
comprehensive legal reforms, including the reform in data protection law to Clarify
and expand definitions to include digital identifiers such as IP addresses, cookies, and
other digital footprints that can identify an individual.*” Explicitly incorporate digital
rights into the law, ensuring that digital environments are clearly covered by personal
data protections. Introduce requirements for more granular consent for different data
processing activities, rather than a single, broad consent mechanism. Simplify the

16 AllahRakha, N. (2023). Ensuring Cyber-security in Remote Workforce: Legal Implications and
International ~ Best  Practices. International  Journal of Law and Policy, 1(3).
https://doi.org/10.59022/ijlp.43

Y Rupp, V., & von Grafenstein, M. (2024). Clarifying "personal data" and the role of anonymisation
in data protection law: Including and excluding data from the scope of the GDPR (more clearly)
through refining the concept of data protection. Computer Law & Security Review, 52, 105932.
https://doi.org/10.1016/j.clsr.2023.105932
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process for revoking consent, ensuring it can be as easily withdrawn as it is given.'®
Strengthen the right of access to include timely access to data, as well as details about
how that data is being processed and to whom it is being disclosed. Enhance the rights
to correct inaccurate personal data and to erase personal data when it is no longer
necessary for the purposes for which it was collected.

A significant challenge lies in balancing enhanced digital rights with national
security.™ Clear legal standards and transparent processes must be defined to ensure
that security measures do not undermine privacy and personal freedoms. Like
implement mandatory data breach notification laws that require entities to inform both
the regulatory authority and the affected individuals within a specific timeframe if a
breach likely results in a risk to the rights and freedoms of individuals.? Introduce a
mechanism for making adequacy decisions regarding the level of protection provided
by third countries, similar to the EU mechanism. Establish provisions allowing
multinational corporations to use Binding Corporate Rules (BCRs) as a means for
transferring personal data outside Uzbekistan.?*

Define clear and effective enforcement mechanisms, including substantial fines
that are dissuasive enough to ensure compliance by organizations. Mandate regular
audits of data processing activities, particularly for entities that handle significant
amounts of sensitive personal data. Launch public awareness campaigns to educate
citizens about their rights under the personal data protection law. Develop training
programs for entities that handle personal data to ensure they understand their legal
obligations and how to comply with them.

Countries like Germany and UK have incorporated comprehensive digital
rights into their legal frameworks. Germany’s strong provisions on data protection
and privacy have set a high standard, has long been at the forefront of data protection
and privacy laws, setting a high standard for other nations to follow.?* The country's

18 Abduvalieva Mumtozkhan Asilbekovna. (2023). Comparative Analysis of International Standards
for the Protection of Persons with Disabilities and National Legal Norms. International Journal
of Law and Policy, 1(6). https://doi.org/10.59022/ijlp.96

¥ HOSEIN, G., & ALTSHULLER, M. (2017). PRIVACY AND SECURITY IN A DIGITAL AGE:
AN INTERVIEW WITH DR. GUS HOSEIN. Harvard International Review, 38(3), 67-71.
https://www.jstor.org/stable/26528687

20 AllahRakha, Naeem, Modernizing Criminal and Evidence Laws to Facilitate Tourism in Pakistan.
Available at SSRN: https://ssrn.com/abstract=4707544 or http://dx.doi.org/10.2139/ssrn.4707544

2L AllahRakha, N. (2023). Exploring the Role of Block-chain Technology in Strengthening
International Legal Guarantees for Investment Activity. International Journal of Law and
Policy, 1(3). https://doi.org/10.59022/ijlp.37

22 Hartmut Aden, "Privacy and Security: German Perspectives, European Trends and Ethical
Implications," (2022), accessed April 23, 2024,
http://creativecommons.org/licences/by/4.0/legalcode.
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comprehensive legal framework, including the General Data Protection Regulation
(GDPR), the new Federal Data Protection Act (BDSG-new), and the
Telecommunications-Telemedia-Data Protection Act (TTDSG), provides robust
safeguards for individuals' personal data. These laws mandate strict compliance
measures, such as appointing data protection officers, implementing technical
measures to prevent data breaches, and obtaining explicit consent for data collection.
Furthermore, Germany's laws go beyond the GDPR in certain areas, such as limiting
individual rights in specific circumstances and imposing criminal penalties for severe
violations. With its strong emphasis on data privacy, Germany has established itself
as a global leader in this domain, setting a benchmark for responsible data handling
and individual privacy protection.

While the United Kingdom has established a robust framework for data
protection and privacy through the Data Protection Act 2018 and the recent Data
Protection and Digital Information (No. 2) Bill. These regulations align with the
European Union's General Data Protection Regulation (GDPR), ensuring high
standards for safeguarding personal information. The legislation grants individuals
significant rights over their data, including the ability to access, rectify, erase, and
restrict the processing of their personal data.?® Furthermore, it imposes stringent
obligations on organizations handling personal data, such as the requirement to obtain
explicit consent, implement appropriate security measures, and adhere to the data
protection principles of lawfulness, fairness, transparency, purpose limitation, data
minimization, accuracy, storage limitation, and accountability. The UK's
comprehensive approach to data protection not only empowers individuals but also
fosters trust and confidence in the digital economy, setting a high standard for other
nations to emulate.

These examples are important to tailor these reforms would help ensure that
Uzbekistan's legal framework for personal data protection is comprehensive, robust,
and aligned with international standards, thereby enhancing the protection of digital
rights and privacy for its citizens. The constitutional amendments to Uzbekistan's
specific legal, cultural, and political contexts are unique aspects of Uzbekistan's
governance and society that guide the formulation and implementation of the digital
rights protections.

Conclusion

Safeguarding digital rights and privacy is an increasingly crucial imperative in
the modern technological landscape. As Uzbekistan continues its path towards

2% Francesca Mazzi, Abid Adonis, Josh Cowls, Andreas Tsamados, Mariarosaria Taddeo, Luciano
Floridi, "The UK reform of data protection: key changes and their ethical, social and legal
implications,” International Journal of Law and Information Technology 30, no. 3 (Autumn
2022): 269-279, https://doi.org/10.1093/ijlit/eaac024.
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digitalization and participates in the global digital ecosystem, establishing robust
constitutional protections for these fundamental rights becomes paramount. The
current constitutional framework in Uzbekistan lays a foundation for human rights
and civil liberties, including aspects of privacy and information freedoms. However,
the analysis in this research highlights significant gaps in explicitly addressing the
complexities and nuances of digital rights and data protection. The absence of specific
provisions tailored to the digital realm and the lack of stringent enforcement
mechanisms create vulnerabilities that could undermine citizens' privacy and
autonomy over their personal data.

To bridge this divide and align with international standards, this study proposes
comprehensive constitutional amendments and legal reforms. These include
introducing explicit guarantees for data protection rights, such as consent, access,
rectification, and erasure of personal data. Additionally, safeguards against unlawful
surveillance and monitoring, as well as provisions affirming individuals' rights to
control their digital footprint and legacy, are crucial elements to be incorporated.
Implementing these recommendations would necessitate a multifaceted approach,
including revisions to existing data protection laws, establishment of an independent
oversight authority, public awareness campaigns, and capacity-building initiatives.
While navigating the balance between enhanced digital rights and national security
concerns presents challenges, clear legal standards and transparent processes can
ensure that security measures do not unjustly encroach upon personal freedoms.

Adopting these reforms would not only align Uzbekistan more closely with
global practices but also strengthen the trust and security of its digital environment.
This transition is essential for protecting citizens' digital rights and fostering a free,
open, and safe digital landscape. Ultimately, the imperative to safeguard digital rights
and privacy transcends borders and jurisdictions. As technology continues to reshape
our lives, proactive measures to enshrine these rights in the highest legal instrument —
the Constitution become essential. To taking decisive steps towards constitutional
reform and legal harmonization, Uzbekistan can not only protect the digital rights of
its citizens but also contribute to the global effort to preserve human dignity,
autonomy, and freedom in the digital age.
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