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Abstract

The interconnected society has led to an increase in cross-border crimes,
necessitating efficient gathering of electronic evidence (e-evidence). Current legal
frameworks and mutual legal assistance treaties face challenges in addressing the volatile
nature and international dimension of e-evidence. This study aims to evaluate existing
regulations, identify barriers, and propose solutions for effective cross-border e-evidence
collection. The research seeks to remove obstacles and facilitate seamless cooperation
among law enforcement agencies, service providers, and judicial authorities. A
qualitative research method, including surveys and grounded theory analysis, is employed
to analyze legal practitioners' perspectives and existing frameworks. The findings
highlight the need for harmonized data categorization, direct cooperation with service
providers, and streamlined procedures. The study proposes a new regulation for
production and preservation orders, enabling direct access to e-evidence and appointing
legal representatives within service providers. The proposed regulation addresses the
identified barriers, enhancing cross-border e-evidence gathering in crime investigations.
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I. Introduction

In today's interconnected society, the proliferation of digital technologies and the
widespread use of electronic communication services have profoundly impacted the
nature of criminal activities. Criminals increasingly leverage these technologies,
operating across various jurisdictions and leaving digital traces dispersed globally." The
electronic data stored, transmitted, or processed by computing devices, such as mobile
phones or personal computers, often contain crucial evidence indicative of criminal
intent, relationships among offenders, and information about the locations of criminal
activities. As a result, electronic evidence (e-evidence) has become increasingly
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important in judicial proceedings, and its collection is in high demand. However, efficient
cross-border gathering of e-evidence faces several barriers due to inconsistent
understanding of e-evidence searches, the legality of the data sought, and the rules for
cooperation with service providers.?

The existing legal frameworks and mutual legal assistance treaties (MLATS),
designed for a pre-digital era, are ill-equipped to address the volatile nature and
international dimension of e-evidence.® Traditional MLAT procedures are often too slow
and cumbersome to facilitate effective cross-border collection of electronic evidence.
Furthermore, direct interaction with online service providers, permitted by some country
legislations, is often met with unpredictable cooperation from the owners of the stored
data. Another challenge lies in ensuring that the seized e-evidence abides by applicable
laws, as investigators risk inadmissible exhibits at trial. Additionally, legally protected
sources of electronically stored information may be discovered during warrant activities,
adding complexity to evidence handling.* Data preservation also remains controversial
due to the invalidation of the EU Data Retention Directive for violating the Charter of
Fundamental Rights of the European Union.

In recognition of these challenges, significant work has been undertaken to create a
workable legal framework for law enforcement access to electronic data. The Council of
Europe's Cybercrime Convention (CCC) and the European Investigation Order (EIO)
Directive represent notable efforts, but their effectiveness in addressing cross-border e-
evidence collection remains limited.> To address these issues, the European Commission
has proposed a new regulation for production and preservation orders, enabling direct
access to e-evidence and appointing legal representatives within service providers. This
study aims to evaluate the existing regulations, identify barriers, and propose solutions
for effective cross-border e-evidence collection in crime investigations.® The research is
highly relevant to law enforcement agencies, judicial authorities, and service providers
operating in the interconnected society. By removing obstacles and facilitating seamless
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cooperation, the study contributes to the efficient investigation and prosecution of cross-
border crimes, safeguarding the interests of justice and public safety.’

Il. Methodology

This study employs a qualitative research method, utilizing surveys and grounded
theory analysis to examine the perspectives of legal practitioners and existing
frameworks for cross-border e-evidence collection. The data collection process involved
administering two online surveys to European legal practitioners, including judges, public
prosecutors, and investigative judges. The surveys aimed to identify the main obstacles
faced in utilizing the European Investigation Order (EIO) and the skills required for
requesting e-evidence abroad. A total of 150 participants from 20 Member States
participated in the anonymous surveys, ensuring the honest sharing of opinions. The
survey data was analyzed using grounded theory, a systematic methodology involving
open coding, axial coding, and selective coding. This approach allowed for the
identification of recurring themes, patterns, and trends related to the challenges and
barriers encountered in cross-border e-evidence gathering.

In addition to the survey data, the study conducted a comprehensive review and
analysis of existing legal instruments and regulations, including the Council of Europe's
Cybercrime Convention (CCC), the European Investigation Order (EIO) Directive, and
the proposed EU regulation for production and preservation orders. The data analysis
process involved organizing and categorizing the collected information, identifying key
findings, and relating them to the research problem. Non-textual elements, such as figures
and tables, were used to further illustrate the findings where appropriate. The rationale
for this methodology was to gain a comprehensive understanding of the current legal
landscape, practical challenges faced by legal practitioners, and the potential solutions
offered by the proposed regulation. By triangulating multiple data sources and employing
a systematic analytical approach, the study aimed to ensure the validity and relevance of
its findings.

I11. Results

The analysis of the survey data and the review of existing legal instruments
revealed recurring points of agreement and disagreement among legal practitioners
regarding the challenges faced in cross-border e-evidence collection. A recurring point of
agreement was the need for effective cross-border remote e-evidence searches and direct
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cooperation with service providers.? Participants acknowledged the usefulness of the E10
Directive for its simplicity, but expressed concerns about its applicability in cybercrime
cases involving e-evidence. Patterns and trends emerged regarding the challenges faced
by legal practitioners. The lack of a consistent definition and categorization of digital data
across Member States was identified as a major obstacle. Differences in data
specifications and the absence of a common understanding of data categorization
hindered effective e-evidence requests.’

The survey results revealed that 46.3% of participants rated their knowledge of
digital investigation as low, while 44.8% considered it medium. Notably, 97% felt the
need to upgrade their current knowledge, highlighting the importance of continuing
professional development in this area.'® Regarding the existing legal frameworks, the
analysis confirmed the limitations of the Council of Europe's Cybercrime Convention
(CCC) and the European Investigation Order (EIO) Directive in addressing the volatile
nature and international dimension of e-evidence. The CCC's guidance note on
production orders for subscriber information was criticized for its interpretation, leading
to potential conflicts with international law.*

The study's key finding was the need for a new regulation that addresses the
identified barriers and facilitates seamless cross-border e-evidence collection. The
proposed EU regulation for production and preservation orders emerged as a potential
solution, introducing new instruments and data categorization, enabling direct access to
e-evidence, and appointing legal representatives within service providers.** The results of
this study provide a comprehensive understanding of the research problem and support
the hypothesis that barriers to cross-border e-evidence gathering can be addressed
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through the proposed regulation, harmonizing data categorization and streamlining
procedures for efficient crime investigations.™

I\VV. Discussion

The key findings of this study underscore the pressing need for a harmonized legal
framework that addresses the challenges inherent in cross-border e-evidence collection
for crime investigations. The analysis of survey data and existing legal instruments
reveals significant barriers and limitations in the current legal landscape, which hinder
the efficient gathering of electronic evidence across jurisdictions.* Firstly, the lack of a
consistent definition and categorization of digital data across Member States emerged as
a major obstacle. The absence of a common understanding of data types, such as
subscriber information, traffic data, and content data, has led to divergent interpretations
and practices, hampering effective e-evidence requests and cooperation between law
enforcement agencies and service providers."

Secondly, the survey results highlighted the need for continuing professional
development and training in the field of digital investigation. With the rapid evolution of
technology and the increasing sophistication of cybercrime, legal practitioners must
possess the necessary skills and knowledge to navigate the complexities of e-evidence
collection and analysis.'® Thirdly, the limitations of existing legal frameworks, such as
the Council of Europe's Cybercrime Convention (CCC) and the European Investigation
Order (EIO) Directive, were evident in addressing the volatile nature and international
dimension of e-evidence. The CCC's guidance note on production orders for subscriber
inforlgnation faced criticism for its interpretation, potentially conflicting with international
law.

These findings have significant implications for the administration of justice and
the protection of public safety in an interconnected society. The inability to effectively
gather and utilize e-evidence can hinder the investigation and prosecution of cross-border
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crimes, potentially allowing perpetrators to evade accountability and posing risks to
individuals and communities.® The proposed EU regulation for production and
preservation orders represents a promising solution to address the identified barriers. By
introducing new instruments and data categorization, enabling direct access to e-
evidence, and appointing legal representatives within service providers, the regulation
aims to harmonize procedures and facilitate seamless cooperation among law
enforcement agencies, judicial authorities, and service providers.*

However, it is important to acknowledge the limitations of the proposed regulation.
While it addresses some of the key challenges, such as data categorization and direct
cooperation with service providers, there may be potential legal and practical hurdles in
its implementation.® For instance, the regulation does not clarify the mechanism for
imposing and enforcing pecuniary sanctions on service providers in case of
infringements. Additionally, the remedies concerning individuals involved in the process,
beyond service providers, are not explicitly addressed and are left to national
legislation.?!

Recommendations for future research and policy development include conducting
a comprehensive evaluation of the proposed regulation's implementation across Member
States, identifying potential gaps or unintended consequences, and proposing
amendments or additional measures to ensure its effectiveness and compliance with
fundamental rights and the rule of law.?? Furthermore, continuous research and
development in the field of digital forensics and cybercrime investigation are crucial to
keep pace with the ever-evolving technological landscape.”® Legal practitioners, law
enforcement agencies, and academic institutions should collaborate to develop
specialized training programs and knowledge-sharing platforms, ensuring that the
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necessary expertise is readily available to tackle the challenges of cross-border e-
evidence collection.**

Conclusion

The interconnected nature of modern society has led to a significant increase in
cross-border crimes, necessitating efficient and effective mechanisms for gathering
electronic evidence (e-evidence) across jurisdictions. However, the existing legal
frameworks and mutual legal assistance treaties have proven inadequate in addressing the
volatile nature and international dimension of e-evidence, posing significant challenges
for law enforcement agencies and judicial authorities. This study aimed to evaluate the
current regulations, identify barriers, and propose solutions for effective cross-border e-
evidence collection in crime investigations. Through a qualitative research approach,
including surveys and grounded theory analysis, the perspectives of legal practitioners
and the limitations of existing frameworks were examined.

The results highlighted recurring points of agreement and disagreement among
legal practitioners, revealing the need for effective cross-border remote e-evidence
searches and direct cooperation with service providers. The lack of a consistent definition
and categorization of digital data across Member States emerged as a significant obstacle,
leading to divergent interpretations and practices. Furthermore, the study identified gaps
in legal knowledge and technical expertise among legal practitioners, emphasizing the
importance of continuing professional development in the field of digital investigation.
Existing legal instruments, such as the Council of Europe's Cybercrime Convention
(CCC) and the European Investigation Order (EIO) Directive, were found to be limited in
addressing the complexities of cross-border e-evidence collection.

In response to these challenges, the European Commission has proposed a new
regulation for production and preservation orders, enabling direct access to e-evidence
and appointing legal representatives within service providers. This regulation aims to
address the identified barriers by harmonizing data categorization, streamlining
procedures, and facilitating seamless cooperation among stakeholders. While the
proposed regulation represents a promising step forward, it is crucial to acknowledge its
limitations and potential legal and practical hurdles. Continuous research, evaluation, and
refinement of the regulatory framework are necessary to ensure its effectiveness and
compliance with fundamental rights and the rule of law.

Addressing the challenges of cross-border e-evidence gathering is not only crucial
for the efficient investigation and prosecution of crimes but also for safeguarding public
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safety and upholding the principles of justice in an interconnected society. By removing
barriers and fostering collaboration among law enforcement agencies, judicial authorities,
and service providers, we can collectively combat the evolving threats posed by cross-
border criminal activities and protect the interests of individuals and communities
worldwide.
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