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Abstract

This article examines the growing threat of cyber extortion by corrupt
government officials and proposes strategies to combat it. Cyber extortion involves
hacking sensitive data and threatening to release it unless ransom paid. Corrupt
officials often target companies or individuals to extort money or favors,
undermining governance, economic development and human rights. International
law currently lacks clear rules to address this evolving threat. This article reviews
relevant international laws and norms against corruption and cybercrime, finding
gaps in frameworks for prosecuting complex cross-border cases. It recommends
adapting anti-extortion laws, strengthening cyber-security, enacting data privacy
protections, increasing transparency and enabling international cooperation. A
multipronged approach can reduce incentives and opportunities for cyber extortion.
Further research needed on improving legal frameworks and protecting vulnerable
targets. Urgent global action required to curb cyber extortion and its damaging
impacts.

Keywords: Cyber Extortion, Cybercrime, Corruption, Data Protection, Cyber-
security

I. Introduction

Cyber extortion by corrupt government officials and agencies is an emerging
threat undermining human rights, economic development and rule of law
worldwide. This form of corruption and cybercrime involves hacking sensitive,
private or classified data and threatening to publicly release it unless victim pays
ransom or provides other benefits (Jones, 2020). Cases ranged from officials
extorting businesses over leaked contracts to demanding bribes using

compromising photos or documents. Frequency and severity of such cyber
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extortion rising rapidly, inflicting severe reputational, financial and legal damages

upon victims and eroding governance [1].

Cyber extortion utilizes digital technologies to enable and amplify
traditional corruption (Gulyamov et al.,2021). However, most current anti-
corruption laws and frameworks fail to directly address cyber extortion risks. This
legal gap allows practice to flourish around world, inflicting mounting costs to
public interest. International coordination essential to adapt legal systems, improve
cyber defenses, protect human rights and curb incentives for cyber extortion. This
article analyzes nature of threat and proposes policy responses to combat more

effectively [2].

A. Definitions and Examples
Cyber extortion is form of corruption and cybercrime that utilizes hacking,
viruses and stolen digital data to coerce payments or actions from victim under
threat of data’s publication, destruction or other misuse (Sieber, 2020). Extortionist
makes explicit demands upon victim, using compromised information as leverage.
Differs from ordinary cyber theft, fraud or espionage done covertly without direct
engagement. Corrupt officials may initiate or assist cyber extortion for personal or
political gain. Includes government employees, law enforcement, judges,
legislators and others wielding public authority [3]. Exploit inside access and
powers to enable cyber extortion. Even officials not directly involved may refuse
to investigate cases due to corruption. Some examples of cyber extortion by
officials include [4]:
o Philippines tax authorities accused of using leaks of businessmen's data to
extort payments [5].
e Russian officials allegedly hacked private emails and threatened to release
them unless political favors granted [6].
e Egyptian parliament member faced extortion threats after hacked video
leaked [7].

e Lithuanian agencies implicated in schemes to steal and sell citizens' financial
data [8].
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e Chinese officials reportedly hold corporate secrets and emails for ransom
[9].

These and similar cases illustrate breadth of cyber extortion by corrupt
officials occurring globally. Victims may include opposition politicians,
journalists, businesses or ordinary citizens. Damage inflicted undermines human

rights, economic development, privacy and rule of law [10].

B. Scale and Costs of Cyber Extortion
Cyber extortion by corrupt officials growing more frequent, severe and

costly worldwide but remains difficult to quantify precisely due to hidden nature.
However, various indicators and experts suggest it is major and increasing problem
inflicting billions in cumulative damages annually (Hampton & Grasso, 2021).
2020 survey by Internet Society found over 60% of businesses globally
experienced some form of cyber extortion attempt [11]. Anti-corruption watchdog
Transparency International warns cyber extortion becoming widespread across its
chapters in Africa, Eastern Europe, Latin America and Asia (Transparency
International, 2021). Proliferation of sensitive personal, corporate and government
data combined with inadequate data security provides ample targets for potential
extortion [12].

Costs include direct losses of ransoms paid, which may reach millions of
dollars per case for large companies (Richardson & North, 2021). Extortion
demands typically range from few thousand to hundreds of thousands based on
victim’s means and data sensitivity. Even larger are indirect costs from business
disruption, delayed projects, reputational harms and legal liabilities related to data
breaches (Jouini et al, 2014). Public costs include weakened governance, policy
distortion, reduced investment and growth when businesses and officials operate
under extortion threats. While many cases go unreported due to embarrassment or
further extortion fears, total costs to global economy likely run into billions
annually and rising [13].
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C. Corruption, Fraud and Cybercrime

Cyber extortion cannot be addressed in isolation but must be seen as
outgrowth of broader enabling conditions of corruption, cybercrime and
governance gaps. Corrupt officials frequently solicit or accept bribes, steal public
funds and abuse powers for personal gain [14]. Engenders environments where
cyber extortion can thrive. Complex cross-border networks launder ransoms and
enable hackers and corrupt officials to share techniques and targets while
minimizing risks (Broadhurst et al, 2014). Proliferation of government and
corporate data combined with inadequate cyber-security provides target-rich
environment (Furnell & Clarke, 2012). Cyber extortion further feeds future

corruption by undermining transparency, accountability and ethics [15].

D. International Guidelines and Enforcement
Despite gravity of issue, international law currently lacks binding rules

focused directly on cyber extortion. General principles against corruption,
extortion, cybercrime, human rights abuses and fraud provide baseline for
condemning such activities. But practical enforcement gaps remain regarding
cross-border cyber extortion, and corrupt officials can shield each other from
repercussions in many countries [16]. UN Convention Against Corruption obliges
states to criminalize bribery, embezzlement and related corruption [17]. Provides
frameworks for international cooperation and asset recovery. OECD Anti-Bribery
Convention similarly outlaws foreign bribery and money laundering [18].
However, neither directly addresses cyber extortion. Council of Europe’s Budapest
Convention on cybercrime does criminalize various computer offenses including
illegal data access, interception and system interference [19]. But achieving
universal jurisdiction remains challenge, as many nations still lack cybercrime laws
or capability to prosecute effectively. In sum, unique cross-border threats posed by

cyber extortion require specialized adaptations to governance frameworks [20].

E. Literature Review
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Growing literature examines cyber extortion’s impacts and drivers, though
significant research gaps remain regarding corrupt officials’ involvement and
cross-border cases. Much analysis focuses on “regular” cyber extortion campaigns
against businesses by financially motivated hackers without known political ties
(MacEwan, 2021; Richardson & North, 2021). However, patterns and motivations
may differ for corrupt officials focused on political or personal objectives more
than immediate profit. Further research should aim to disaggregate different
categories of cyber extortionists and their incentives. Various studies have
attempted to quantify global costs of cybercrime including extortion. Estimates for
overall cybercrime losses range from around $600 billion to $3 trillion annually as
of 2020 (Hua & Bapna, 2013; McAfee, 2020; Rantala, 2008). However, cyber
extortion represents only subset of this, with limited data available. Trautman and
Altenbaumer-Price (2018) detail high costs from business email compromise fraud
but do not focus specifically on public officials. More analysis needed of ransom
sizes, overall frequencies and tailored responses based on extortionist profiles and

motivations [21].

Experts broadly agree governance gaps enable cyber extortion and
cybercrime overall, citing shortcomings in legal frameworks, international
cooperation, technical capacity and institutional oversight (Broadhurst et al, 2014;
Shackelford et al, 2015). However, research remains limited on adapting anti-
corruption programs to cyber context. Gaps also persist regarding cross-border
enforcement and prosecuting corrupt officials involved in cyber extortion versus
lower-level criminal hackers (He & Zhuang, 2021). Additional research can help
assess efficacy of policy measures against cyber extortion and how to bolster
deterrence. An existing research provides useful baseline and framework for
understanding cyber extortion but requires more nuanced analysis of specific
threats posed by corrupt officials, their incentives and vulnerabilities. This can help

tailor policy responses to address unique risks of cyber extortion versus ordinary
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cybercrime. Cross-border cases also merit further study as they pose greatest

enforcement challenges [22].
Il.  Methodology

Cyber extortion flourishes due to a deeply rooted confluence of incentives,
governance gaps and inadequate data protections that create an environment
systemically prone to exploitation by corrupt officials, criminal groups and other
unethical actors. On an individual level, corrupt officials are motivated to engage
in extortion by the promise of accruing substantial personal benefits in terms of
power, political influence, and illicit wealth, while generally perceiving relatively
low risks of detection and meaningful consequences due to limited oversight and

accountability mechanisms [23].

The proliferation of sensitive personal data and assets online, combined with
mediocre cyber-security defenses rife with vulnerabilities, provides a target-rich
landscape with nearly endless potential leverage for extortion (Jouini et al, 2014).
By threatening significant reputational damage or disruption through data
exposure, theft or destruction, extortionists are able to inflict or threaten costs on
entities or individuals that far outweigh the relatively small ransoms they demand
to desist, creating disproportionate coercive pressure on victims with inadequate
protections or recourse. Cross-border enforcement challenges further allow corrupt
officials involved in cyber extortion to shield one another from investigation or
prosecution through jurisdictional obstacles, reducing risks of consequences and

thereby emboldening further criminal activities [24].

1. Results

At a systemic level, the pernicious nature of cyber extortion stems from the
interplay and exacerbation of multiple policy and governance weaknesses
operating concurrently at individual, organizational and international levels.

Perverse incentives reward rather than punish extortionist behaviors, allowing it to
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be a low-risk, high-reward avenue for personal enrichment by those inclined to
misconduct. Weak auditing, oversight and transparency mechanisms enable
opaque official activities conducive to extortion by limiting risks of detection.
Legal systems lag in addressing 21st century technological vulnerabilities, while
penalties fail to serve as meaningful deterrents. Poor organizational cyber defenses
stemming from limited resources, outdated systems, and inadequate training
provide a wealth of targets ripe for exploitation. Victims of extortion often lack
awareness of reporting options, empowerment supports or resources to withstand

coercion, allowing extortionists to isolate and pressure them relentlessly [25].

Jurisdictional discrepancies and investigative obstacles impede enforcement
and prosecution of cross-border cyber extortion cases involving infrastructure
spanning multiple countries with disjointed laws, allowing criminals to operate
internationally with impunity (Broadhurst et al., 2014). A comprehensive anti-
extortion strategy should thus aim to “thicken the ice” in multiple complementary
dimensions, increasing risks, difficulties, costs, public awareness and
empowerment mechanisms for cyber extortionists while reducing their potential
benefits from such crimes [26]. Policy priorities must take a systemic approach

addressing both symptoms and root causes through measures including:

e Deterring extortion by enacting stronger laws explicitly prohibiting cyber
extortion, increasing independent oversight of officials, and imposing
penalties exceeding potential extortion ransoms [27].

e Improving organizational and national cyber defenses, data responsibility
policies, and resilience capacities to make the most common targets of cyber
extortion less vulnerable through technical capacity building, reduced
unnecessary data concentration, and data minimization policies to limit
available leverage points [28].

e Developing improved cross-border legal frameworks and international law
enforcement cooperation mechanisms to reduce jurisdictional obstacles to
investigating and prosecuting multinational cyber extortion cases, which
currently undermine enforcement [29].

e Protecting and empowering victims and whistleblowers by fostering greater
public awareness, providing confidential and secure reporting channels, and
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reducing stigmatization of cyber extortion targets to prevent coercive
isolation and lend confidence to report abuses [30].

e Addressing foundational root causes of systemic corruption such as lack of
transparency in governance and business dealings, unaccountable exercise of
official powers, and inadequate rule of law institutions [31].

e Building societal cultural norms that reject corruption and extortion through
public campaigns and emphasis on ethics, empathy and security issues
within education systems [32].

A multipronged public policy program encompassing tailored legal reforms,
robust multistakeholder partnerships, strengthened technical defenses and
enhanced domestic and international coordination can help make cyber extortion a
higher-risk, lower-return proposition for would-be extortionists globally
(Shackelford & Russell, 2016). However, context-specific approaches are needed
for anti-extortion strategies to effectively address the distinct legal and governance
environments, resource constraints, cultural factors and threat landscapes present in
different countries and regions (Nye, 2017). Strengthening institutional rule of law,
accountability and long-term systemic reductions in corruption are vital to curtail

the enabling conditions from which cyber extortion emerges [33].

Technical cyber-security measures and anti-extortion laws alone will
struggle to meaningfully deter corrupt officials absent parallel civil society
empowerment and progress in accountable, ethical governance. As analyst Sarah
Peck (2021) argues, “Hardened systems with lax oversight create moral hazards for
insiders to abuse access.” Thus fostering institutional checks and balances, civic
engagement, and public integrity norms alongside technical defenses and legal
deterrence is essential for holistic cyber extortion prevention. The technical
complexity of cyber issues also requires specialized expertise within oversight
bodies and ongoing consultative review of policies and regulations to ensure they

evolve responsively alongside emerging extortion threats [34].

IVV. Discussion
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Socioeconomic development factors also significantly influence countries’
cyber extortion risks and resilience capabilities. Less developed nations with
severe resource constraints may lack the organizational, technical and legal
capacities to adequately secure data systems, investigate cases, and withstand
sophisticated extortion attempts absent international financial and technical
assistance. However, even highly developed countries remain vulnerable as
extortionists design schemes to exploit larger flows of valuable data, complex
technologies and interdependent systems that characterize advanced economies
(Kshetri, 2010). Left unchecked, such predatory crimes can severely undermine
social trust necessary for economic activities and rule of law, fueling vicious cycles
of instability [35].

Awareness raising and emphasizing cyber ethics and security within national
education systems can help foster cultural norms resistant to extortion by
improving public understanding and reporting of this hidden threat (MacEwan,
2021). While multifaceted systemic issues enable cyber extortion globally,
expanded research and evidence-based policy innovations tailored to address local
contexts offer pathways to begin curbing this menace worldwide. Realizing above
vision requires proactive efforts across governments, businesses and civil society.
Priorities include updated legal frameworks, stronger technical protections and

enhanced international coordination [36].

A. Stronger Anti-Extortion Laws and Penalties
Laws in many countries fail to directly address cyber extortion, enabling

officials involved to operate with impunity. Codifying cyber extortion as crime,
including abetting by officials, can establish clearer penalties (Shackelford et al,
2015). Extended limitation periods facilitate investigation of complex cases.
Penalties should exceed potential ransoms, incorporating prison terms and asset
forfeiture. Whistleblower protection, confidential reporting mechanisms and

oversight bodies can further bolster enforcement and transparency (Transparency
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International, 2019). Initial adoption by leading economies can spur broader legal
updates globally. Regional blocs like European Union or ASEAN can harmonize
regional laws and enforcement. However, legal deterrence has limits if institutions
remain weak (Abbasi et al., 2016). Holistic capacity building for law enforcement,
prosecutors and courts needed alongside legal reforms. Addressing law
enforcement corruption also critical to avoid selective or political enforcement.
External oversight bodies, justice sector reforms and public engagement can

strengthen integrity [37].

B. Increased Transparency and Oversight
Reducing opportunities for extortion requires greater transparency regarding

officials' assets and activities. Financial disclosures, open data policies, audits, and
probes of unexplained wealth can uncover potential red flags. Independent anti-
corruption bodies should receive adequate powers and resources to actively
monitor risks [38]. Media freedom and civil society capacity to raise public
concerns also supports accountability. However, care must be taken to balance
legitimate privacy rights and dangers of overreach. Extortion risks should inform
policies on government data collection, storage, access and security. International
groups like FATF and OECD can encourage transparency reforms through
evaluations and capacity building programs (Sharman, 2017). Regional peer
pressure can provide incentives for lagging countries to adopt reforms. However,
action against corruption ultimately requires high-level political will. Public outcry
and civil society mobilization are often key drivers of major anti-corruption
initiatives [39].

C. Enhanced Cybersecurity

Stronger data protections for potential extortion targets reduces risks of
sensitive records being compromised in first place. Technical cybersecurity
training, access controls and encryption can make hacking more difficult (ITU,

2009). Particularly strict safeguards should apply for databases of personal
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information, law enforcement records, medical data and intellectual property.
Adopting advanced systems like biometrics, network segmentation and intrusion
detection can further strengthen security (Abbasi et al., 2016). Cloud computing
systems with robust access management may better protect sensitive data through
economies of scale. However, human factors remain weakest link - insider threats
and social engineering should be addressed through policies, training and
oversight. Implementing Budapest Convention’s provisions on computer security
including data preservation and expedited cross-border assistance can better enable
cybercrime response [40]. Regional cooperation like Africa’s Malabo Convention
also harmonizes cyber-security capacity. Prioritizing protection of hospitals, power
grids and other critical infrastructure against extortion threats safeguards public
safety [42].

D. Data Privacy Protections
Robust legal safeguards on collecting and handling personal data limits

available leverage for extortion. Clear limitations on use of government
surveillance and telecommunications data for extortion or other harmful purposes
protects human rights [42]. Extortion victims may also face threats of further abuse
through continued data retention. Enacting strong data privacy regimes with rights
to access, rectification and deletion makes extortion harder to perpetrate while also
preserving civil liberties (Maurer, 2018). The EU’s General Data Protection
Regulation represents global best practices for data rights and consent
requirements [43]. However, carefully crafted laws should still facilitate legitimate
investigations under oversight. Data localization requirements may also help by

keeping sensitive data within more secure domestic legal environments [44].

E. Cross-Border Legal Frameworks
Cyber extortion often involves actors and infrastructure spanning multiple

countries. But disjointed national laws and investigatory obstacles frequently allow

extortionists operating remotely to escape prosecution (Broadhurst et al, 2014).
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Updated mutual legal assistance treaties and streamlined cooperation between law
enforcement agencies can help [45]. Common jurisdictional standards, joint
investigations task forces and bilateral extradition agreements also bolster
enforcement. Further developing institutions like Interpol and Europol to
investigate complex transnational cyber extortion supports these efforts. Regional
bodies like ASEANAPOL or AMERIPOL can foster localized cooperation attuned
to regional dynamics. Universal adoption of the Budapest Convention or enacting a
new internationally binding treaty would help harmonize cybercrime laws and
enforcement globally. Ultimately, reducing safe havens that allow cross-border
impunity is crucial [46].

F. International Cooperation

Information sharing between national cyber-crime agencies helps identify
emerging extortion threats and best practices to address them (ITU, 2009).
Technical training and capacity building for investigative personnel in developing
countries is crucial to avoid weak links. Multilateral actions like Magnitsky Act
sanctions against officials involved in extortion can establish global norms (US
Congress, 2016). Diplomatic pressure discourages harbouring of cyber
extortionists. International financing and technology transfer can assist poorer
nations in strengthening cyber-security and anti-corruption programs. Regional
cooperation like the African Union Convention on Cyber-security and Personal
Data Protection promotes collaborative frameworks attuned to local needs.
However, cooperation initiatives should avoid exacerbating brain drain from
developing countries. Sustainable capacity building and local ownership is
essential [47].

G. Victim Support Systems
Cyber extortion relies partly on victims' isolation and lack of recourse.

Providing confidential helplines, cyber-security assistance and counseling can

empower targets to report extortion with reduced risk or embarrassment. Public
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messaging must emphasize that paying ransoms typically fails to solve problem
long-term. Media and NGOs can provide public oversight and advocacy.
Compensation funds may potentially help victims recover financially, though they
require funding mechanisms. Crowd-funding or cyber insurance may offer other

victim support avenues (Kshetri, 2021). Further research should study extortionist
tactics, effective responses and victim profiling to better target support and
interventions. Many current cyber extortion victims lack resources or capacity to
withstand threats absent assistance. Building societal resilience also entails

addressing root socioeconomic vulnerabilities that enable extortion [48].

H. Public Awareness Campaigns
Greater public understanding of cyber extortion threats reduces their

stigmatizing power and enables community action and policy reform. Educational
outreach through media, schools and trainings raises awareness and reporting
(MacEwan, 2021). Transparent public discourse weakens ability to control
narratives. However, care must be taken to avoid normalizing these crimes.
Campaigns should highlight successes against cyber extortion to encourage
continued civil society engagement. Youth outreach and integrating cyber ethics
into school curricula develops responsible norms from early age. Media capacity
building enables more effective investigation and reporting. Strategic
communications should tailor messaging to address public misperceptions on cyber
extortion risks. Cross-sectoral collaboration amplifies reach and credibility.
Regional campaigns can mobilize coordinated responses attuned to local contexts

across borders [49].

I. Public-Private Partnerships
Government initiatives should engage private sector stakeholders in cyber-

security training, victim support, and tracking patterns and responses. Companies
possessing desired data often have frontline knowledge of cyber extortion risks and

incidents. They can provide technical expertise and funding while benefiting from
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improved protections and deterrence. Multi-stakeholder bodies like the Global
Forum on Cyber Expertise facilitate experience sharing. However, oversight is
necessary to ensure appropriate privacy protections and public interest input
(Shackelford et al, 2015). Regulations may be needed to mandate reporting of
extortion attempts and cyber-security minimum standards. Antitrust policy should

also foster competition and avoid over-dependence on few large tech providers.
Ultimately an “all-of-society” approach harnesses diverse capabilities across

sectors [50].

J. Tackling Root Causes of Corruption
Ultimately cyber extortion will fester without addressing its root causes in

unaccountable governance, lack of transparency, and perceived impunity for public
abuses. Anti-extortion efforts should link to broader reforms strengthening rule of
law and institutions. Fair processes, reduced arbitrariness in decisions and
improved conditions for civil society facilitates public trust and accountability
(Mungiu-Pippidi & Dusu, 2011). Legitimate grievances over governance often
help corrupt officials justify extortion rhetorically as well. Comprehensive anti-
corruption strategies must address enabling dynamics of power asymmetries,
resource curses, and lack of transparency and accountability (Persson et al., 2013).
Efforts to increase integrity should start early, emphasizing ethics and civic values
in education systems. Public financial management reforms which close loopholes
can reduce misappropriation opportunities. Independent media and civil society act

as oversight watchdogs, enabled through fundamental freedoms [51].

International peer pressure through conventions like UNCAC and bodies
like the OECD can encourage reforms (Johnsgn, 2015). Regional anti-corruption
networks raise standards through mutual evaluation and capacity building.
Domestic reform champions from government, business and civil society should be
empowered to drive change. However, political will remains essential - corrupt

leaders often actively impede progress (Marquette & Peiffer, 2015). Public
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engagement and electoral accountability are crucial to sustain reforms. Cultural
change towards intolerance of corruption also undercuts social acceptance enabling
it. Fostering societal trust and social capital can support collective action against

corruption [52].
Conclusion

The cyber extortion by corrupt officials represents serious and growing
threat to human rights, economic development and good governance worldwide.
However, current legal frameworks and government capacities fail to adequately
deter this form of transnational cybercrime and corruption. Adapting anti-extortion
laws, strengthening cyber defenses, enabling international cooperation and
addressing root causes can begin to combat scourge. But much more research and
policy innovation urgently needed to keep pace with evolving technological and
extortion risks. Global proliferation of personal data and governance gaps provide
fertile ground for extortion to flourish. But coordinated efforts across borders and
sectors that raise risks and costs while reducing incentives for officials to engage in

cyber extortion can help curb it.

Cyber extortion should be recognized as priority danger requiring
multifaceted responses tailored to context of corruption and inadequate data
protections that enable it. Sustained political will and public mobilization vital to
drive reforms. Addressing cyber extortion will require long-term, systemic efforts
to enact comprehensive protections for human rights and digital economy.
Technical measures must be embedded within broader strengthening of institutions
and rule of law. As cyber extortion threats continue evolving, adaptive governance
frameworks, international cooperation and public-private partnerships will be
essential to safeguarding development. Urgent action now can start “thickening the

ice” against these complex transnational crimes.
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