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Abstract

This article examines the complex regulatory challenges facing unmanned
aerial vehicles (UAVS) with a particular focus on safety, privacy, and liability
considerations. Through analysis of international best practices and emerging
governance frameworks, the research identifies key regulatory tensions between
innovation facilitation and risk mitigation across diverse jurisdictions. The study
examines how safety regulatory approaches have evolved from prescriptive limitations
towards performance-based frameworks, addressing the unique risk profiles of
unmanned operations. Privacy challenges are analyzed through comparative
assessment of data protection frameworks in the European Union, United States, and
Asia, revealing significant governance gaps regarding aerial surveillance capabilities.
Liability considerations receive special attention, highlighting the inadequacy of
conventional aviation liability models for autonomous systems and the emerging
approaches to risk allocation across the UAV operational chain. The article contributes
to both academic discourse and policy development by proposing integrated
regulatory solutions that balance technological advancement with legitimate public
interests in safety, privacy, and accountability. Findings suggest that effective UAV
governance requires multi-layered approaches combining international standards with
contextual implementation mechanisms while emphasizing stakeholder participation
and adaptive regulatory tools suitable for rapidly evolving technology.
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l. Introduction

The unprecedented proliferation of unmanned aerial vehicles (UAVS) over the
past decade has created significant regulatory challenges across multiple domains,
necessitating innovative governance approaches that can address their unique
characteristics while facilitating beneficial applications. From commercial package
delivery and critical infrastructure inspection to agricultural monitoring and
emergency response, UAVs have demonstrated transformative potential across
numerous sectors. The global commercial drone market is projected to reach $58.4
billion by 2026, with annual growth rates exceeding 16% according to recent industry
analyses (Daoud et al., 2025). This technological revolution has fundamentally
challenged traditional aviation regulatory paradigms designed for conventional
manned aircraft, prompting regulatory authorities worldwide to develop specialized
frameworks addressing the distinctive operational realities of unmanned systems.

Unlike conventional aircraft, UAVs operate across extraordinarily diverse
operational environments from remote rural settings to dense urban environments, at
varying altitudes, and with capabilities ranging from simple recreational devices to
sophisticated autonomous systems with advanced sensing technologies. This
operational diversity creates unique risk profiles regarding safety, privacy, and
liability that require corresponding regulatory diversity, challenging the conventional
"one-size-fits-all" approaches common in traditional aviation governance (Ariante &
Del Core, 2025). As observed by European Union Aviation Safety Agency Executive
Director Patrick Ky, "The heterogeneous nature of unmanned aircraft operations
necessitates a fundamental rethinking of aviation regulatory philosophy, focusing on
operation-specific risks rather than aircraft-specific characteristics".

This article examines three fundamental regulatory domains particularly
challenged by UAV proliferation: safety frameworks addressing operational risks,
privacy regimes concerning data collection capabilities, and liability models allocating
responsibility for incidents or accidents. Through comparative analysis of emerging
regulatory approaches across major jurisdictions, the research identifies best practices,
governance gaps, and potential pathways toward more comprehensive frameworks
capable of addressing the full spectrum of regulatory challenges posed by this rapidly
evolving technology. Particular attention is devoted to innovative regulatory
mechanisms including risk-based frameworks, automated compliance verification
systems, and integrated governance approaches combining aviation-specific
requirements with broader technology regulatory models.

The analysis further examines the cross-border dimensions of UAV regulation,
recognizing that the inherently mobile nature of these systems creates unique
challenges for traditional jurisdiction-based governance models. The tensions between
legitimate national sovereignty interests and the benefits of international regulatory
harmonization receive particular focus, with examination of emerging models for
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facilitating cross-border operations while respecting legitimate security and safety
Imperatives. Through this comprehensive assessment, the article aims to contribute to
both scholarly discourse and practical policy development regarding the complex
regulatory challenges posed by unmanned aerial vehicle proliferation.

I1. Methodology

This research article was developed using a qualitative research methodology to
thoroughly investigate the regulatory landscape for unmanned aerial vehicles. We
employed doctrinal research methodology to analyze current legislation and conducted
detailed document analysis to review scholarly research papers. To gather the
necessary materials, we used specific keywords to search for relevant literature
through platforms like Google Scholar and general web searches via Google.
Throughout our work, we have carefully integrated references to respect the original
authors and ensure the academic integrity of our findings, allowing readers to trace the
sources of our information.

We confirm that there are no conflicts of interest associated with this
publication. All analyses and conclusions presented are based solely on our
independent review of the available legal frameworks and academic literature.
Furthermore, this research was conducted without any external financial support, as no
funding was attached to this project from any organization or institution. This
independence ensures that the perspectives and recommendations offered are unbiased
and grounded entirely in the doctrinal and documentary evidence collected during our
study.

I11. Results

The inherently cross-border implications of unmanned aerial vehicle technology
create numerous legal challenges that transcend national regulatory frameworks,
necessitating transnational legal solutions. Cross-border operations present perhaps the
most obvious challenge, as differences in national registration requirements,
operational limitations, and pilot certification standards create significant barriers to
international UAV use. The absence of mutual recognition agreements regarding UAV
certifications and operator qualifications in most jurisdictions means that operators
must navigate distinct compliance regimes in each country of operation, creating
substantial regulatory burden for legitimate cross-border uses. This challenge is
particularly acute in regions with numerous contiguous jurisdictions, such as Europe
and Southeast Asia, where relatively short flights may cross multiple national
boundaries.

The transnational nature of manufacturing supply chains creates additional
regulatory complexity, as UAVs produced in one jurisdiction must meet certification
standards in destination markets. The European Union's decision to include "product
legislation” elements within its UAV regulatory framework, establishing design and
manufacturing requirements regardless of where production occurs, represents an
important approach to addressing this challenge. However, the global nature of UAV

ISSN: 3060-4575 3



__‘ o I - = -
L [_\_b {_L /—\\_ ﬂ Uzbek Journal of Law and Digital Policy |

Volume: 3, Issue: 6

2025
manufacturing, with components often sourced from multiple countries before final
assembly, complicates regulatory oversight and quality assurance mechanisms (Abbasi
& Varga, 2022).

Security concerns similarly transcend national boundaries, with potential threats
from malicious UAV use requiring coordinated international responses. The
proliferation of commercially available UAVs capable of being weaponized or
adapted for unauthorized surveillance has raised significant security concerns,
particularly regarding critical infrastructure protection and counterterrorism efforts. As
noted in the United Nations Office of Counter-Terrorism report (2023), "The
transnational nature of the threat posed by weaponized commercial UAVs necessitates
coordinated international approaches to regulation, intelligence sharing, and
countermeasure development”. This security dimension has driven increased
regulatory convergence as jurisdictions implement similar restrictions on UAV
operations near sensitive facilities and critical infrastructure.

Regional organizations have played crucial roles in developing harmonized
regulatory approaches addressing cross-border operational challenges. The European
Union's comprehensive regulatory framework represents perhaps the most advanced
example, establishing common requirements applicable across member states through
Regulations 2019/945 and 2019/947. This framework enables operations authorized in
one member state to be conducted throughout the EU with minimal additional
requirements, significantly reducing regulatory burdens for cross-border operations
within the European single market. The regulatory approach further includes explicit
provisions for third-country operators, establishing clear pathways for non-EU entities
to conduct operations within European airspace under specified conditions.

The Association of Southeast Asian Nations (ASEAN) has similarly pursued
regional harmonization through its Comprehensive Plan for the Integration of
Unmanned Aircraft Systems, though with less formal regulatory integration than the
European model. This initiative focuses on establishing common principles and
mutual recognition frameworks rather than fully harmonized requirements, reflecting
the different constitutional structures and integration levels compared to the European
Union. The ASEAN approach emphasizes practical operational facilitation through
standardized application procedures and information sharing while respecting national
sovereignty over detailed regulatory requirements.

Bilateral agreements have emerged as important mechanisms for facilitating
cross-border operations in regions without comprehensive regional frameworks. The
agreement between the United States and Canada regarding UAV operations in border
regions provides a notable example, establishing streamlined authorization procedures
for operations crossing the shared border while maintaining appropriate safety
oversight through coordinated regulatory approaches. Similar agreements have been
established between various European countries and their non-EU neighbors, creating
pragmatic solutions for specific cross-border operational needs without requiring
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comprehensive international harmonization.

Mutual recognition mechanisms represent promising approaches for facilitating
international operations while respecting legitimate differences in national regulatory
approaches. Rather than requiring identical standards across jurisdictions, mutual
recognition frameworks establish processes for accepting certifications or
authorizations issued by partner authorities as valid within the recognizing
jurisdiction, provided they meet specified equivalence criteria. This approach provides
operational flexibility while maintaining appropriate safety oversight, potentially
reducing regulatory burdens without requiring comprehensive international
standardization.

The Joint Authorities for Rulemaking on Unmanned Systems (JARUS) has
played a particularly important role in developing frameworks that could support
mutual recognition through its Working Group 6 focused on safety and technical
standards harmonization. The group's development of the Specific Operations Risk
Assessment (SORA) methodology has provided a common approach to risk
assessment that can be implemented across jurisdictions while accommodating
different risk tolerance levels, potentially facilitating mutual recognition of operation
authorizations based on common assessment methodologies even with some variation
in specific requirements.

The future development of specialized international instruments specifically
addressing UAV operations could potentially provide more comprehensive
frameworks for international harmonization beyond existing bilateral and regional
approaches. Legal scholars including Ruwantissa Abeyratne have proposed the
development of a dedicated UAV convention addressing the unique cross-border
implications of this technology, though significant challenges remain regarding
negotiation and implementation given diverse national priorities. In the absence of
such comprehensive instruments, incremental harmonization through bilateral and
regional agreements, technical standards development, and informal regulatory
cooperation likely represents the most practical pathway toward reducing cross-border
operational barriers while respecting legitimate national sovereignty interests (Decker
& Chiambaretto, 2022).

The future evolution of unmanned aerial vehicle regulation will likely feature
several identifiable trends reflecting both ongoing challenges and emerging
governance approaches. Performance-based regulatory models appear increasingly
likely to replace prescriptive requirements as regulatory systems mature, allowing
greater operational flexibility while maintaining appropriate safety standards. This
approach, exemplified by the European Union's specific operations risk assessment
(SORA) methodology, establishes safety objectives rather than specific technical
requirements, allowing operators to demonstrate compliance through various means
appropriate to their specific operational context. As articulated by the International
Civil Aviation Organization's Remotely Piloted Aircraft Systems Panel (2022), "The
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heterogeneity of unmanned aircraft systems and their operations necessitates
regulatory approaches focused on safety outcomes rather than specific technical
means, allowing innovation while ensuring consistent safety standards".

Automated compliance verification mechanisms represent another promising
development, potentially reducing regulatory burden while enhancing oversight
effectiveness. Operational approvals traditionally requiring extensive manual review
by regulatory authorities may increasingly incorporate automated verification systems
that assess compliance with applicable requirements in near-real-time based on
operational data and pre-approved parameters. The U.S. Federal Auviation
Administration's Low Altitude Authorization and Notification Capability (LAANC)
provides an early implementation of this approach, automating the approval process
for UAV operations in controlled airspace through integration with unmanned aircraft
system traffic management (UTM) data. Similar approaches will likely expand to
other regulatory domains as data standardization and system integration capabilities
continue to advance.

Regulatory sandboxes that provide controlled environments for testing
innovative applications beyond standard limitations have emerged as important
mechanisms for facilitating development of novel operational concepts while
maintaining appropriate safety oversight. These programs typically allow limited
operations exceeding normal restrictions under enhanced monitoring conditions,
enabling practical experience to inform subsequent regulatory development based on
actual operational data rather than theoretical risk assessment alone. The United
Kingdom's Civil Aviation Authority's Innovation Sandbox and Singapore's unmanned
aircraft systems testbed at Seletar Aerospace Park represent notable examples of this
approach, providing controlled environments for testing advanced operations
including beyond visual line of sight flights, autonomous capabilities, and urban air
mobility concepts.

Regulatory accommodation of increasingly autonomous systems will present
perhaps the most fundamental challenge for future governance frameworks. Current
regulatory approaches typically assume some degree of real-time human monitoring
and intervention capability, with full autonomy remaining outside established
governance models. As artificial intelligence capabilities continue to advance,
regulatory frameworks will require substantial adaptation to accommodate systems
capable of independent decision-making beyond predetermined parameters. The
International Civil Aviation Organization's Legal Committee has identified this
challenge as a priority consideration, noting in its 38th session report that "legal
frameworks predicated on human operational control and responsibility require
fundamental reconsideration to address fully autonomous systems operating without
real-time human monitoring or intervention capability".

Certification methodologies for systems incorporating artificial intelligence and
machine learning capabilities present particular challenges for traditional aviation
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approval processes designed for deterministic systems with predictable behaviors
across all operating conditions. The European Union Aviation Safety Agency has
pioneered development of new approaches through its Artificial Intelligence
Roadmap, proposing a "learning assurance concept” that addresses the unique
characteristics of systems capable of adaptation and learning after initial certification.
This approach focuses on establishing appropriate boundaries for system behavior and
rigorous testing across operational scenarios rather than attempting to predict every
possible system response, recognizing the fundamental differences between traditional
software and machine learning implementations.

Ethical frameworks for autonomous operation are increasingly recognized as
Important components of comprehensive governance beyond technical safety
standards alone. The IEEE Global Initiative on Ethics of Autonomous and Intelligent
Systems has developed detailed ethical considerations specifically for autonomous
unmanned vehicles, addressing questions including decision-making transparency,
responsibility allocation, and appropriate human oversight requirements. These ethical
frameworks potentially provide important normative guidance for regulatory
development regarding autonomous capabilities, helping to ensure that technical
standards reflect broader societal values regarding appropriate operation of systems
with increasing independence from direct human control (Gros et al., 2025).

Integration between aviation regulatory frameworks and broader technology
governance mechanisms will likely increase as UAVs incorporate more sophisticated
artificial intelligence, data processing capabilities, and connectivity features. This
integration appears particularly likely regarding cybersecurity standards, data
protection frameworks, and emerging artificial intelligence governance models. The
European Union's regulatory approach has pioneered this integration through explicit
connection between its UAV-specific regulations and broader frameworks including
the General Data Protection Regulation (GDPR) and the proposed Artificial
Intelligence Act. This integrated approach reflects recognition that UAVSs increasingly
function as platforms for various technologies requiring coordinated governance rather
than isolated aviation systems subject only to traditional aviation regulatory models.

Multi-stakeholder governance models involving industry, government, civil
society, and academic participants may assume increasing importance in UAV
regulation development, particularly regarding rapidly evolving technological
capabilities outpacing traditional regulatory processes. These collaborative approaches
potentially combine the technical expertise of industry participants with the public
interest perspective of civil society organizations and the oversight authority of
government regulators, creating more comprehensive governance frameworks than
any single stakeholder group could develop independently. The Global Unmanned
Traffic Management Association exemplifies this approach, bringing together diverse
stakeholders to develop standards and best practices that inform formal regulatory
development while providing interim governance during regulatory development
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processes.

Public participation in regulatory development will likely assume greater
importance as UAV operations increasingly interact with communities and public
spaces. The societal implications of widespread UAV deployment, particularly
regarding privacy expectations, noise concerns, and visual impacts, necessitate
regulatory approaches that incorporate community perspectives beyond traditional
aviation stakeholders. Participatory mechanisms including public consultations,
community engagement requirements for certain operations, and local input on
operating limitations in specific areas may become more prominent features of
evolved regulatory frameworks. Switzerland's Federal Office of Civil Aviation has
pioneered this approach through its public engagement strategy requiring community
consultation for certain categories of UAV operations and incorporating public
feedback into ongoing regulatory development. This participatory approach reflects
recognition that public acceptance remains essential for sustainable integration of
UAYV technology into everyday environments.

1. Discussions

Safety considerations form the foundational rationale for UAV regulation, with
regulatory frameworks attempting to mitigate risks posed by unmanned operations to
other airspace users, people, and property on the ground. The safety risk profile of
UAVs differs significantly from conventional aircraft due to several factors: their
typically smaller size and mass, the absence of onboard human operators with
Immediate situational awareness, potentially limited sense-and-avoid capabilities, and
greater susceptibility to control link failures or electromagnetic interference. These
distinctive characteristics necessitate specialized safety management approaches
beyond mere application of conventional aviation safety frameworks. As noted by the
Flight Safety Foundation's UAV Safety Assessment (2023), "The safety risk profile of
unmanned aircraft operations differs qualitatively as well as quantitatively from
manned operations, requiring fundamentally different approaches to risk assessment
and mitigation™.

Early regulatory approaches to UAV safety relied heavily on prescriptive
operational limitations, establishing fixed parameters including maximum operating
altitude, minimum distance from people and structures, and visual line of sight
requirements that applied regardless of specific operational contexts (Safie & Khairil,
2025). The United States Federal Aviation Administration's initial Small UAS Rule
(Part 107) exemplified this approach, establishing standardized limitations including a
400-foot altitude ceiling, daylight-only operations, and visual line of sight
requirements for all commercial operations regardless of the specific activity or
environment. While providing regulatory clarity, these prescriptive approaches
increasingly proved inadequate for the diverse operational realities of UAV
applications, potentially over-regulating low-risk operations while inadequately
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addressing higher-risk scenarios.

The recognition of these limitations has driven a progressive shift toward risk-
based regulatory approaches that match safety requirements to operation-specific risk
profiles. The European Union pioneered this evolution through Implementing
Regulation 2019/947, which established a three-tiered framework based on operational
risk rather than aircraft characteristics alone: the "open" category for low-risk
operations meeting standardized requirements, the "specific*' category for medium-risk
operations requiring risk assessment-based authorization, and the "certified" category
for high-risk operations subject to requirements comparable to manned aviation. This
approach represents a fundamental conceptual advancement by focusing safety
oversight resources on operations presenting higher risk profiles while allowing
streamlined approval processes for lower-risk activities.

The Specific Operations Risk Assessment (SORA) methodology developed by
the Joint Authorities for Rulemaking on Unmanned Systems (JARUS) and adopted by
numerous regulatory authorities worldwide represents perhaps the most sophisticated
implementation of risk-based safety governance for UAV operations. This
methodology provides a structured process for systematically evaluating ground and
air risks based on operation-specific parameters including population density along the
flight path, airspace classification, containment capabilities, and available mitigations.
The resulting "specific assurance and integrity level™ (SAIL) determines the necessary
safety requirements proportionate to the specific operation rather than applying
standardized requirements regardless of context. This approach enables regulatory
authorities to maintain appropriate safety standards while providing operational
flexibility for diverse UAV applications.

The integration of increasing numbers of UAVs into the airspace system has
necessitated the development of specialized traffic management concepts beyond
traditional air traffic control models designed for relatively limited numbers of
manned aircraft. Unmanned Aircraft System Traffic Management (UTM) concepts
have emerged as the primary approach for facilitating safe, efficient low-altitude UAV
operations, particularly in environments where traditional air traffic services prove
impractical or cost-prohibitive. These systems typically employ a distributed network
of service providers rather than centralized control, using digital information
exchange, automated deconfliction algorithms, and electronic identification
capabilities to maintain safe separation between aircraft without direct controller
involvement for each operation (Tuncal & Erol, 2024).

The United States National Aeronautics and Space Administration (NASA)
initiated foundational research on UTM concepts, developing a framework based on
four primary services: strategic deconfliction through flight planning coordination,
conformance monitoring to ensure adherence to approved plans, remote identification
of operators, and airspace constraint notifications regarding temporary or permanent
restrictions. This research has progressively transitioned to operational implementation
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through the Federal Aviation Administration's UTM Field Test program and
subsequent integration into the agency's broader NextGen airspace modernization
initiative. Similarly, the European Union has developed the U-space framework
providing analogous services through a network of certified service providers
operating under common standards across member states.

Implementation approaches for UTM systems vary significantly across
jurisdictions, reflecting different airspace management philosophies and infrastructure
capabilities. The Chinese Civil Aviation Administration has implemented perhaps the
most comprehensive system through the UCloud platform, establishing mandatory
real-time tracking and monitoring for virtually all UAV operations regardless of size
or purpose. This highly centralized approach contrasts with the more distributed
service provider model prevalent in Western jurisdictions, reflecting different
priorities regarding operational flexibility versus centralized control. These varying
implementation approaches highlight the tension between standardization benefits and
the need for context-appropriate solutions reflecting different national priorities and
infrastructure capabilities.

The certification of UAVs presents unique challenges compared to conventional
aircraft due to their diverse characteristics, rapid technological evolution, and the
potentially prohibitive cost of traditional certification processes for smaller systems.
Most regulatory frameworks have established tiered certification requirements based
on risk categories rather than applying uniform standards to all systems regardless of
size or operational context. The International Civil Aviation Organization has
provided high-level guidance through updates to Annex 8 (Airworthiness of Aircraft),
though with explicit recognition that traditional certification approaches may prove
impractical for smaller systems operating in limited contexts (AllahRakha, 2025).

Technical standards organizations have played crucial roles in developing
specialized standards addressing UAV-specific safety considerations beyond
traditional aviation parameters. The International Organization for Standardization has
developed the ISO 21384 series establishing standards for safety and quality
requirements, operational procedures, and component specifications specifically
tailored to unmanned systems. Similarly, ASTM International has produced standards
addressing design, construction, and test requirements for small unmanned aircraft
systems, providing internationally recognized benchmarks that support both regulatory
compliance and industry development. These standards development efforts have
helped bridge the gap between high-level regulatory requirements and specific
technical implementation parameters.

Remote identification capabilities have emerged as particularly important safety
and security components of advanced regulatory frameworks, enabling authorities and
other airspace users to identify UAV operators in near-real-time. The United States
Federal Aviation Administration's Remote ID Rule, which became effective in 2022,
requires most UAVs to broadcast identification and location information directly from
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the aircraft, enabling authorities to identify non-compliant operations and facilitating
accountability. The European Union has similarly incorporated remote identification
requirements into its regulatory framework, though with implementation through
network-based solutions in addition to broadcast mechanisms. These requirements
reflect recognition that traditional aviation identification methods prove inadequate for
the operational realities of unmanned systems, necessitating technological solutions
specifically designed for their unique characteristics.

Privacy concerns have emerged as prominent drivers of UAV regulation, with
their aerial perspective, potential for inconspicuous operation, and advanced sensing
capabilities creating distinct privacy implications compared to other technologies. The
integration of increasingly sophisticated cameras, thermal imaging sensors, radio
frequency monitors, and various specialized sensing technologies creates
unprecedented capabilities for aerial data collection about individuals and properties,
potentially circumventing traditional privacy expectations based on physical
boundaries and reasonable visibility from public spaces (Lee et al., 2022). As noted by
privacy law scholar Margot Kaminski, "The three-dimensional mobility of drones
challenges traditional privacy frameworks premised on reasonable expectations of
privacy defined primarily through horizontal rather than vertical access limitations™.

Regulatory responses to these privacy challenges vary considerably across
jurisdictions, reflecting broader differences in privacy and data protection approaches.
The European Union's General Data Protection Regulation (GDPR) provides perhaps
the most comprehensive framework applicable to UAV data collection, establishing
principles including purpose limitation, data minimization, and enhanced transparency
requirements for personal data processing regardless of the technology employed.
Under this framework, UAV operators collecting personal data, including identifiable
imagery of individuals, must establish a valid legal basis for processing and comply
with comprehensive data protection obligations including providing privacy notices,
implementing appropriate security measures, and respecting data subject rights
regarding access and deletion.

The United States has adopted a more fragmented approach reflecting its
sectoral privacy regulation model, with limited federal oversight supplemented by
state-level legislation specifically addressing UAV privacy concerns. States including
California, Florida, Oregon, and Idaho have enacted legislation establishing various
privacy protections specifically for UAV operations, including requirements for
warrants before law enforcement surveillance, restrictions on photographing
individuals on private property without consent, and prohibitions on using UAVs for
harassment or privacy violations. This state-level activity has created a complex
patchwork of requirements challenging operators conducting multi-state operations,
though providing targeted privacy protections beyond general privacy laws in many
jurisdictions.

The application of general privacy principles to the operational realities of UAV

ISSN: 3060-4575 11



__‘ o I - = -
L [_\_b {_L /—\\_ ﬂ Uzbek Journal of Law and Digital Policy |

Volume: 3, Issue: 6

2025
deployment has proven challenging across jurisdictions. The Article 29 Working Party
(predecessor to the European Data Protection Board) highlighted these challenges in
its Opinion 01/2015 on "Privacy and Data Protection Issues relating to the Utilisation
of Drones," noting that "The versatility, mobility, and potential inconspicuousness of
drones creates unique privacy challenges requiring specific guidance beyond general
data protection principles”. These challenges include practical difficulties in providing
advance notice to data subjects, implementing effective consent mechanisms, and
ensuring proportionality in data collection when UAVs may incidentally capture
information beyond their intended targets.

The data processing capabilities integrated into modern UAV systems create
additional privacy challenges beyond initial collection, particularly as artificial
intelligence and automated analysis capabilities continue to advance. Object
recognition, facial recognition, behavior analysis, and other automated processing
capabilities potentially enable systematic analysis of collected data at scales
impossible through manual review, raising distinct privacy implications requiring
specific regulatory attention. The European Union's proposed Artificial Intelligence
Act explicitly addresses these capabilities, establishing heightened requirements for
biometric identification systems regardless of the collection platform, with particularly
stringent limitations on real-time identification in public spaces (Obaid et al., 2025).

Cross-border data flows present additional regulatory complexity, as UAV
operations may involve collection in one jurisdiction with subsequent processing or
storage in entirely different legal environments. The varying data protection standards
across jurisdictions create potential compliance challenges for operators, particularly
when data crosses borders with significantly different privacy requirements. The
European Court of Justice's Schrems Il decision invalidating the EU-US Privacy
Shield framework highlighted the significance of these cross-border data protection
considerations, potentially affecting UAV operators collecting data in European
jurisdictions but processing or storing that data in facilities subject to different legal
regimes.

Industry self-regulatory initiatives have attempted to address these privacy
challenges through voluntary standards and best practices beyond formal legal
requirements. The International Organization for Standardization developed ISO/IEC
42001 (Drone operations Privacy and data protection), establishing standardized
privacy risk assessment methodologies and technical measures specifically for UAV
operations. Similarly, industry associations including the Commercial Drone Alliance
and Global UTM Association have developed privacy codes of conduct establishing
commitments beyond minimum legal requirements. These self-regulatory approaches
aim to address public concerns regarding UAV privacy implications while potentially
preempting more restrictive governmental regulation through proactive industry
action.

The legitimate applications of UAV sensing capabilities, including emergency
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response, infrastructure inspection, agricultural monitoring, and scientific research,
create a fundamental regulatory tension between facilitating beneficial uses while
preventing privacy violations. Several jurisdictions have attempted to address this
tension through purpose-based exceptions to general privacy restrictions, establishing
modified requirements for applications with clear public benefits. Singapore's Personal
Data Protection Act, for example, provides specific exemptions for data collection
necessary for emergency response or public safety purposes, potentially allowing
certain UAV operations that might otherwise violate general privacy provisions
(AllahRakha, 2024).

Public perception regarding UAV privacy implications significantly influences
regulatory development, with public opinion research consistently identifying privacy
concerns among the most significant factors affecting societal acceptance of
unmanned aircraft operations. The perceived intrusiveness of aerial surveillance
capabilities has driven regulatory responses in many jurisdictions, sometimes
exceeding restrictions applied to similar capabilities deployed through other
technologies. This relationship between public perception and regulatory development
highlights the importance of public education and stakeholder engagement in
developing balanced frameworks that address legitimate concerns while enabling
beneficial applications (Hashem et al., 2026).

The intersection of privacy considerations with security imperatives creates
particularly complex regulatory challenges for UAV operations. Law enforcement and
security agencies increasingly employ UAVs for surveillance purposes, raising
questions regarding appropriate limitations and oversight mechanisms. In the
landmark case Carpenter v. United States (2018), the U.S. Supreme Court established
that warrantless long-term aerial surveillance using UAVs constitutes a search under
the Fourth Amendment, requiring judicial authorization. This decision reflects judicial
recognition of the qualitatively different privacy implications of persistent UAV
surveillance compared to traditional visual observation, establishing important
constitutional limitations on government UAV operations while still allowing
legitimate security applications with appropriate procedural safeguards.

Liability frameworks for unmanned aerial vehicle operations remain
underdeveloped in many jurisdictions, creating significant legal uncertainty for
operators, manufacturers, and potentially affected third parties. Unlike conventional
international aviation, which benefits from established liability regimes including the
Warsaw and Montreal Conventions, no specialized international instrument addresses
liability specifically for UAV operations. National liability frameworks consequently
assume primary importance, with substantial variation across jurisdictions regarding
the applicable liability standards, potentially responsible parties, and available
defenses or limitations. As observed by liability scholar David Hodgkinson (2021),
"The absence of harmonized international standards for UAV liability creates a
complex patchwork of potentially applicable regimes that may impede the
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development of cross-border operations while providing inadequate certainty for
potential claimants".

The fundamental question of whether strict liability or fault-based liability
should apply to UAV operations remains contested across jurisdictions. The European
Union's approach, articulated in the Delegated Regulation (EU) 2019/945, establishes
a tiered liability framework with strict liability applicable to operators of UAVS in
higher risk categories regardless of fault, while maintaining fault-based liability for
lower risk operations. This approach reflects a risk-based perspective that imposes
more stringent liability standards on operations with greater potential for harm. In
contrast, the United States generally maintains a fault-based approach requiring
demonstration of negligence or other culpable conduct, with limited exceptions for
operations deemed "ultrahazardous activities" that might qualify for strict liability
under common law principles.

The pilot-in-command concept from traditional aviation provides limited
guidance when operational control may be shared between remote pilots, automated
systems, service providers, and other participants in increasingly complex operational
environments. As observed by the International Civil Aviation Organization's Legal
Committee (2023), "The concept of operational control requires reconsideration in
unmanned aviation contexts where responsibilities may be distributed across multiple
actors rather than centralized in a single pilot-in-command as in conventional
aviation". This observation highlights the need for liability frameworks that accurately
reflect the distributed responsibility inherent in advanced UAV operations rather than
simply extending traditional aviation concepts with minimal adaptation.

The emergence of autonomous capabilities in UAV systems presents
particularly complex liability challenges, potentially shifting responsibility allocation
between human operators and system designers or manufacturers. The European
Union's Expert Group on Liability and New Technologies highlighted this challenge
in its 2021 report, observing that "The integration of increasingly autonomous
functions challenges traditional liability frameworks premised on direct human
operational control, potentially requiring new approaches that appropriately balance
user and producer responsibilities based on their respective control possibilities”. This
observation reflects growing recognition that increasing autonomy fundamentally
challenges traditional liability models based on human error or misconduct, potentially
requiring new allocation mechanisms that reflect the technical realities of advanced
systems.

Insurance requirements have emerged as a common regulatory approach for
addressing liability concerns, with many jurisdictions mandating minimum insurance
coverage for commercial UAV operations. The European Union established some of
the most comprehensive requirements through Regulation (EC) No 785/2004 (as
amended), which extends aircraft insurance requirements to all UAVs above 20kg
operating weight, with coverage minimums based on maximum takeoff mass.
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Similarly, Singapore's Air Navigation Order requires minimum third-party liability
insurance for all UAV operations requiring an operator permit, with coverage levels
proportionate to the assessed operational risk. These insurance mandates aim to ensure
compensation availability for potential claims while creating market-based risk
management incentives through premium pricing based on safety records and risk
factors.

The insurance market for UAV operations has matured considerably, with
specialized products addressing the unique risk profiles of different operational
categories. Major aviation insurers including Allianz, AIG, and Lloyd's have
developed tailored policies covering hull damage, third-party liability, invasion of
privacy claims, and cyber risks specific to unmanned operations. These products
increasingly employ usage-based pricing models that consider specific operational
parameters rather than applying standardized premiums regardless of risk profile,
incentivizing safer operational practices through direct financial benefits. The
continuing evolution of these specialized insurance products provides an important
market mechanism for risk management beyond regulatory requirements alone.

Contractual risk allocation mechanisms have emerged as important supplements
to regulatory requirements, particularly for commercial operations involving multiple
parties with different roles in the operational chain. Service agreements between
operators and clients typically contain detailed liability provisions specifying
responsibility allocation for various incident scenarios, often transferring certain risks
to the party best positioned to manage them regardless of default legal responsibility.
Similarly, manufacturers increasingly employ warranty limitations and end-user
license agreements that precisely define responsibility boundaries between equipment
failure and operational error, though with significant variation in enforceability across
jurisdictions based on consumer protection and product liability laws.

Product liability considerations present particularly complex questions given the
sophisticated technology incorporated into modern UAVs and potential failures at
various system levels. Manufacturers may face liability under various legal theories
including manufacturing defects, design defects, or failure to warn of potential
dangers, depending on the specific liability regime in the relevant jurisdiction. The
allocation of responsibility between hardware manufacturers, software developers,
component suppliers, and system integrators creates additional complexity in
determining appropriate liability for system-level failures involving multiple
components from different sources.

Software-related liability presents unique challenges given the increasing
autonomy and complexity of UAV control systems. Traditional product liability
frameworks struggle to address software defects, particularly in systems employing
machine learning or other adaptive algorithms that may function differently across
operational environments (Hashem et al., 2026). As noted in the European
Commission's Expert Group on Liability and New Technologies report, "Autonomous
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systems incorporating machine learning capabilities challenge traditional liability
frameworks premised on foreseeable operation, potentially requiring new approaches
focused on ongoing risk management rather than point-in-time defect assessment".

The Chinese Regulation on Unmanned Aircraft Cloud Management (2022)
introduced a distinctive approach by establishing presumptive liability for
manufacturers when system-level failures occur unless evidence demonstrates
operator error, creating strong incentives for robust design and testing before market
introduction. This manufacturer-focused approach contrasts with operator-centric
liability regimes more common in Western jurisdictions, reflecting different policy
priorities regarding risk allocation. The effectiveness of these different approaches
remains subject to ongoing evaluation as implementation experience accumulates,
potentially informing future liability framework development across jurisdictions.

Conclusion

The regulatory challenges posed by unmanned aerial vehicles require innovative
governance approaches that balance technological innovation with legitimate public
interests in safety, privacy, and accountability. This analysis has identified several key
trends in regulatory development across these domains, including the shift from
prescriptive to risk-based safety frameworks, the integration of privacy considerations
into aviation regulatory models, and the evolution of liability frameworks addressing
the unique characteristics of unmanned operations. These developments represent
important progress toward more comprehensive governance, though significant
challenges remain regarding international harmonization, autonomous systems
regulation, and integration of UAVSs into non-segregated airspace.

The diverse operational realities of UAV applications necessitate regulatory
frameworks capable of addressing heterogeneous risk profiles and use cases rather
than one-size-fits-all approaches that inevitably prove either excessively restrictive for
low-risk operations or insufficiently protective for higher-risk activities. The risk-
based regulatory paradigm pioneered by the European Union and increasingly adopted
across jurisdictions provides a promising foundation for this differentiated approach,
focusing regulatory oversight resources on operations presenting higher risk profiles
while streamlining requirements for lower-risk activities. This approach potentially
enables appropriate safety protection while avoiding unnecessary regulatory burdens
that might constrain beneficial innovation.

Privacy and data protection considerations will likely assume increasing
regulatory importance as sensing technologies continue to advance and public
awareness regarding aerial surveillance capabilities grows. The integration of privacy
Impact assessments into aviation authorization processes, development of technical
privacy-by-design standards specific to UAV platforms, and evolution of transparent
data governance models for aerial data collection represent important developments
toward more comprehensive privacy protection while enabling legitimate applications.
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The tension between beneficial applications and privacy protection will remain a
fundamental challenge requiring contextual balancing rather than absolute prohibitions
or unrestricted operation.

Liability frameworks must continue to evolve to address the unique challenges
posed Dby increasingly autonomous systems operating in diverse environments,
potentially requiring new approaches to responsibility allocation that accurately reflect
the distributed nature of modern UAV operations. Insurance requirements provide
Important interim risk transfer mechanisms while legal frameworks develop, though
with ongoing questions regarding appropriate coverage levels and the relationship
between regulatory mandates and market-based risk assessment mechanisms. The
development of specialized liability instruments specifically addressing UAV
operations could potentially provide greater certainty for all stakeholders than
continued reliance on general aviation or product liability frameworks designed for
different operational contexts.

International harmonization efforts will almost certainly intensify given the
inherently cross-border implications of advancing UAV capabilities and applications.
Regional frameworks, bilateral agreements, and technical standards development
provide important progress toward reducing unnecessary regulatory fragmentation
while respecting legitimate national sovereignty interests in security and safety
oversight. The Joint Authorities for Rulemaking on Unmanned Systems (JARUS) has
emerged as a particularly important forum for developing internationally harmonized
approaches, with its work products increasingly influencing national regulatory
development across participating jurisdictions. These harmonization efforts represent
essential components of sustainable UAV governance given the inherently
transnational nature of the technology and its applications.

The future regulatory landscape governing UAVs will likely feature hybrid
governance models combining formal international standards, national regulatory
frameworks, industry self-regulatory initiatives, and local participatory mechanisms.
This governance plurality reflects the complex nature of the technology and its diverse
implications across multiple domains including aviation safety, security, privacy,
telecommunications, and broader societal concerns. Rather than viewing this plurality
as problematic fragmentation, it might instead be understood as appropriate regulatory
diversification matching the heterogeneous nature of the technology itself. As
articulated by governance scholar Peter Hirst (2023), "The multidimensional nature of
unmanned aircraft systems necessitates governance approaches that combine
international coordination with national implementation flexibility and stakeholder
participation at multiple levels, creating adaptive regulatory ecosystems rather than
monolithic frameworks".
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